Appropriate Data Protection Safeguards including Binding
Corporate Rules As Required by European Union
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AL A ekSinbe] il HFUE T AEE SddEA o] AUS A=

ek,
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A7 o] olet] A5 WA o= Ao] viEA sttt ot
Y73, 1Y, 2MFE)AM 1A
Folle 73 EUA A 9] 7)ol whet 9418 o] F
732 Ags]ojof & Aol

ol’d3} o] EUAIR A29%9] 78R AFAdRtaA AES AaE B
Z EU Fy91 93] 20019 649 A3=ol o] FHo|HE AF FHxARA EE
AFM(h= Aestar, 22 3l 12€ EUAIR o AT A3=to] A9
A Al AJQPEE o] dsty] gt TEA A ol Fate] 27429 U th

EFAGAME HHBE AN (data exporter)?t 7 H.A 2] 2K(data importer)7} 7] <]
ARET S E58tn JEFA I AGA el 245 A3z o AS WAL
g FREE e Ao Tt eE AAH R AT 4 & ‘warrant’o]
TS 28t ot 2P v BEA A o] oFH A AL ol
Aol HRE o]dT F v LT THE ofUth B U] IH
BA=7| 37 A 329 NAAH BT} o] Fojxu Qltta sl 73
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23) Commission Decision (2002/16/EC) of 27 December 2001 on standard contractual clauses
for the transfer of personal data to processors established in third countries, under Directive
95/46/EC (Text with EEA relevance) (notified under document number C(2001) 4540)
effective from 3 April 2002. <http:/europa.eu.int/comm/justice_home/fsj/privacy/modelcontracts
findex_enhtm> EFEAIFM 22 WP A3 Z2H 9 FE(Annex)2 2 HE-5 o] Qlth
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EEAGA 23] g3hd, AAPne] FPB o] SAH L FAHolw
o]

Hotojol shal, AEFAH diste Hrye 2 9 A H AT RH(data
controller)7} 712 LA tojof tt}. AHFA= AAle] FRE AdHT
AL FRFGE AH = FHAY AAE 87T + gloH, JHJAF R Fe)
23 ASole g rA 5 A A LA H24) (appropriate remedies)S A}
T dofof et 53] A3A LGS T A R A A e o st
o A ZAE & Qe Arele B 3 578 A7E Lo A3
= g

Akdel sjAgere NEIE, A cdof S ol v FH AR
ofdo] i WEHOZ dojutal hge] ARIATE ofv] FEAAIS AAlE
= ES I 7P A AR B

o

EUAIY A126% AT A3Fo 2 AHE o] Mg u] 2 Hs =79 JHH
37} o] F AR A] FolT H&= v 22 fiff(derogations) AHF-E B
Atk FRFA ) 3t S Ho] Ao HAY Fo T HHFA Q] o]
o] Zto|MA|ART & ZFof AR 97} AAG == Aot} o]t
o 214l 7 dAsA sidslor sta, dF FUFoIME FUHFLR
o o] AHFE FA A3t ok

(a) FEFAZF rolde] s FoJg A4

{o

ol

(b) rFA ek A Azke] 2@ Alofe] o] ol AR Aol =
HEAe] @4 wE A 229 o] B3 HHolH
J

(©) AuBLAS A3AL] FRFAL o9 9% Akl AZ T 1

) BN QOIAE FUA AurAste BAL Q03 A2 Rohu FuF
AT A3 5B S BAHA R AT FAAE FuFA) 2ol G @) =3
713w Eo1e] 2 mediation)o] o310} o] & SR () S AU
AN ADL WS 5 Ak FARE FEGoPe AFF A9 FAIAFE AN
FAske] Golol wek 2ol A2 FAadivation)ol] oJ3e] AAY F= Stk
EEAGMY 71 FoF EH 02 MAA RS FA= ALFGAAI} oo = A3
9] Z}(third party beneficiary)ZA] 4A12} & S=A1z}9] o] F{obligations)2} 2 (liability)
of thgdlt Aokyel A, BANARY, 25 1B W2, FAY 52 AL
At £5F AR R 078 4 Yok Aol
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B ol fol 9% TE 2A ALY F WAL o3

= b
A Ex & AV - ¥ - Lol fste] Zod AHuolH

A ohghe.
4. Aol =3ty AFo AL

EUZ} v)=tah g8 of 2&3 7]Foth B ml=2
HAZ F2d 8y HFE ol 9o Z*iﬂﬂoi N
QARKZ7F HHstA o]FoAL gleA FH|7E oH Yt dF
AR AAFEHF] Bt Tl WA (19741), 041‘_%%31‘3
(OBM)9] Hr ol &gk "FA7H51.1(1980), ¥ vlolElwlo] o] wa -
Fogdel B HFEAZ D Lol MAIR TR ,(1988) Tol AW A, 1
o ARG BE "A)EFAA YW, (1984), "o T QL ZEo] WA W ,(1988), TE
AU A AR 1(1996) 718 T} o] ot K320
o]#H g TH A v AR = EUS T AL A Wt 2
T3 Ao] & Y= (Safe Harbor Principles)o]2f+= Mt}E 7‘*2“&‘?3% A
sttt EUA o] o9& HdEs = AR tiste] 5742l 24
£ 87 Qv B v AR E D g &AL} A EAAE
o < Fsto #AVHGE] AolZain A& LA
2 EFatva AFEDOC)] Axud 749 I F9s s 5 A 3
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26) IAIFEGL, <7 A ) -7 T 4 T 7 AR JEB, TR, 7245109%(2000.9), 26,
27) EU AQAA R ARz gutel s & el 2H Aojzaty 93] HeE £ B8
3 6}1 o] ALFE Fold, 3718 £ 4 T& AU FZeA st=
FUEs RABEE A5 A JBIL vFHe e BEAAE &
E% sttt
13, HA 2000 d BIA, 71~72H; v ARE FZTE A|E HZ.

<http://www.export.gov/safeharbor/sh_overview.html>
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% X*E-T—iﬂ"] Aol thate] AR FH A3 &, HEE =
A BN, AR o] 2
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M”é]?ﬂoﬂ o] 2 Aelg 4 gl (opt-out) tofof gk
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AUt B ele] Euigt o]o) e 9k, A% 59 WA A
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zﬂ3x} A4 (Onward Transfer): %22 |32} 7ﬂ
| dele] 93 watok 3t A3zt A FEE
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@ %) 3 (Enforcement): Z2fo|HA] B3+ A2 o] F49} o] & uT O ZH
gl Eglof dist wi, 43S 2R g2 2ZFo gt AANE EHHoRE
afofof gt

Hel 2

o]/do] Aol Zat YH L& n|Zy} EUY FAd B A2 P

o
-

Utk v ze] F19de] AlolLay 948 h2s)2 sa ATRe] FRAS
W 3 A gL WS Rolth de} 743 9t /1Y FABCRs)e ¥l sto] AL

—

29l (prior approval)S Q3}2] 931 AFE Q1 Z(certification) WS Hatu g
A, A3A X $(onward transfer)oll thsted 523 & AL st J& &,
£ A2 (pragmatic) 0.2 FA o] JtiE A So] EAo|th. T} o} F o]
of #ojst= ZZ(organizations) 7} WA ¢k Hth mlao® HHE Hus
Solgk A, 7Hg o] go] e ALRE dEHE FEFEC] AYH
b= Aol wAHogE AHA

I8t = Aol Tt 93 FESALE S A A1 FEo]Hef lojA
st 7]1Eo] 2 HAolth MARAR KT o #st HAEE BAZ EU 7|
HAT EU 3| 9530 AR fFo] HIHE dBojy Qrets=
iz glolx A &

%74
s 92 Was)w ZR7we) Ang sck ha B R ko] Lo] e 7
E9L YT 5 ik AolN NIRRT BH ARFAL Bk 4%

2 oz ok
5. EUS} 7ad<t

EUE 2003 Z A2 ARAFES 27817] aixlE AAR R B3t
AE FY 2288 Bert Jdokn AR oo mat AAPu AR
& =207 BUA AN QTetE AR R tdt A Add 837} o] 2
I AeS T BHSASA AN E i, EFEAGA 2Tl g Mg
& "3t 283 7459 = 719 A(BCRy)& E=Hdt] d2] @R
2 g} olg A EUAA A26% 18] BAAQ 342 A|E3trt
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20050l = ol9} e dHe] AA]]E T+ H 7H(assessment)3F L EF A 2FA

23] 715l #ato] A “vele ofds] S oy Al Wl
7 ARola e #HS U Th 71E EEAGAM ] FI18t] AlFdARAL
o N ZE FEHE AR FAEA o) A B & A(controller to controller),29) A X 2]
A+ o} A B3] 2] AK(controller to processor)3) 7te] A E-& FFEA oFA ZFS <l
A7 2 3tk 28] 71917 ¥ 7H5 7] H(data protection authorities: DPA)2] &
ek okl thek FhAtel glojA A=713e ol FHjeol et FAE Astst
+ E ZEA A o] &l it AT va ¢hstetglthih
amte & o] 7kA S 1 =8E 7l&ola oy EUA A
AAE N7 Dele AV A= AlQJska gtk Yobrt A28 AgE

FE = ‘A3A A4 (onward transfer) ¥ 22 E S ¢ HE3] U=
sttt AR 3P For AHHBo]H e EA(notification)7} AFAYe] %9(de
facto authorisation) 0.2 ZF23l= FANE M-S Q3T HT

uh Aol s 139 7

Aol Zat 922 w9 7]90] o] 7H§) st} EUS| =5 ZHE /M7
HE X ARE S o HEEe 970tk EU A& Aol st 9
ol QoI ® 20049 108 42 Aelstdn. AlolZstn Ao =74/
(adequacy) AFA|7F EA7F B Ao] obygt 1 o] 3 (implementation)o] =gho] =]
%71 wi&olth

EU Ha9l e Hurxe Aojzat] A4 A4z o] #3 Ao

T EFS $ Y(Commissioner Bolkestein)o] Allo] L3} o] o] dfof #3le] H

o F-E AL gtk MoljzZst Ao o] LAFO T Qe Zejo]
Al A B3] §18 AoJBR ol& /AT B8+ §lrh 53] Ao]xaiH 9
& 8lg W= 7] Y(harborites) 52 1 P Fof thst o]d|E Z%13}a EU 7| A
B OARAGRk v AREDOC)7E e AAISE Zeto]HA] 7 H (privacy

29) Commission Decision 2001/497/EC; Commission Decision 2004/915/EC.

30) Commission Decision 2002/16/EC.

31) ool Wt EU F A Y3]= o2 AE Y, 7%], T el tigte] 2d 3 B3 o]Fol
7 9ee £ BESA AR Stk Bl A E e gshd BAE
IR St TFE MUK T o e ghoFst Ha 2 (legal framework)S H] 3
Ax o7 eAsgoy TF ARI Aol nl&zolojx A BT FAHoE=

o]Z2] Rttt
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policies)S R AR 3fofof g},

u] FFREE Ao zei 9] ZHo)x & JfdEta EUS A1 E &35
5E siolty. a8l a MojZatel Frtete 71 EY ZebolHA] B Fo] &
of 2 HGA Hof A=A HAASES shlh Mlo]ZatH ok B oiehs] &4
3} Z (alternative dispute resolution: ADR)o] loiM = A AE 2] F3H(mandatory
sanctions)3t 2] Lil TS FT AALFES shlth Alo]ZeiH 2 A
B A v=F Fd BV e FEA YA LS (FTO) = 2 A=A
(ex officio investigations)E & = $17
investigations)& 23 & 4 =
Juke A = Alo] 3t 3 of W gehs nhAst e Qo2

EUZ} 7B RE T & el =457 J4& st B olA
7HE B =l gAY YEte vlsoldth ASele mlxol &2 MY
AHER T Aol o HJria FAS E o wpet o] 2wl Ao]xZah 9
= A&7 393, I thgole 9 - 11 Hel AME o] % w]fo] 33 oA}
BEE v AET AS 978k o diste] EU 97t whks §F Zol it

=t 9 - 11 A o] 3 HelHAES] mla A9)E A A $18te] EU
S| 9= o] FellA B 337 49 97 S = EQHE F(Department
of Home Security: DHS) A& - =73 B3 < (Bureau of Customs and Border
Protection: CBP)oll Abdol] AlFE RS 2+ttt AAA FFAHEC] AE3)
1 9E AFof|oF A|AH (automated reservation/departure control systems)ol]
23 g2} Hek(passenger name record: PNR)S u|g] YA G g+ 7o ¢lt}h3d)

EU A9+ EU AUES 73R FHH|Z2 =22 A& 83t A
wolle ol Adath 28y vl= So] Helete] HAE HEORE o] &

o
9|L
Y

32) BUAIRA #2632 A1 o] +8S BUHOZ d|431r] dsto] o9] Abfol digh
Z32L AL U, MR BE et FANGY 7 Atolo] HAT #
F(proper balance)S o] & F YA =372 3}

33) | &4 H(TSA)S 2004 22 n|=
BRE FFAZEE dATo} A=A
£ sta gtk AMaFRE ‘a2 B wH9 ARIYFAHAA E(Advance Passenger
Information System: APIS)ell we} W=t Sof vt 7] §5AY AFA, T4
59 o7 dolEHE AFsgod, vFe §54 APdANAL 22 T3 (Computer Assisted
Passenger Prescreening System: CAPPS 1ol w2} 2§}, M A7FH 59 v A dlo| & 7}
A AZE o groleta BTk FE F=As e FR AFo] AMA F7HE]
o Mgt FAEt Datar, v=te] G o|fE AAISHE o didte] §
Zate Ad Wolgtx APt E3UR, v SUFAAL IDAR 257, 2004.1.147

Ho 10 4o o



[2006] AAAHRS] BRI E 9% Az 177

QA 873 Fol Wt EU 39 = 593819 93 Wwolso] v+ &
=(DHS)%} B2 HE*OM] fgith. 1 An ARAT BALS LA o

Aol A3 A H 7} ?2 EolH Xﬂ% 1715 S
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ol?m
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| ol
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i oo
ot
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;‘i
ro,
1 o
P)
=
2
m

Aok 2Ea g RA
ol7k=(pull) Al ot} 2o o o} ’L‘Ef"(push) %‘ A, EU %iﬁﬁ;ﬂ%
o] EU AlHl¢l ArFH e AgE B3 & %Ei HE A E% Q —g}oj\ljr
ololl wz}t EU 33 9+= 20044

A% FEOR BHEFA QS

Aot

59 149 CPB7} QAR E EU 7]F0] 2t/
S AR, e & 28Y n2y FHS A

1 45249 B

EU 3|9=52 7
2 o] Foi7 A 1% %1
ARFA7F N 41'1-4 A3 A} Xﬂ*oﬂ 9 o} 711% OPJﬁ H
£ Asds ‘%E‘rﬂ EUH B9 Alo]Z3H 7]Fe] Fate=A ZEA A
(ad hoc/model contract)S WEZEA] 148 9+ 7] +2(Binding Corporate
Rules, ]38} “BCRs"2} 3)30& 431712 st o™ MARRE X33 HR
o] §%= d&sta Utk

EU 717 5 AFAqdute = 9 7] +459 e 7I943e 973
A HAEA dotEth IS A 7|4] 7 @A 7Yttt FEsta
© XZeto|¥A] A A (privacy policy)= EUXH ol 9tA 7ststa £35S A

oH,ﬂl
31';

02‘.,
K i&

34) Commission Decision C (2004) 1914 Adopted on 14 May 2004, pursuant to Article 25(6)
of Directive 95/46/EC.

35) Agreement between the European Community and the United States of America on the
processing and transfer of PNR data by air carriers to the United States Department of
Homeland Security, Bureau of Customs and Border Protection Signed in Washington on
28.5.2004. <http://europa.eu.int/comm/justice_home/fsj/privacy/thirdcountries/index_en.htm>

36) <http://europa.eu.int/comm/justice_home/fsj/privacy/docs/binding-rules/fbel en.pdf>
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ato] &9 gle 719 ABCRs) L ZA 7Y 1F UFE E8 JAAZHCRE
A B3A sHARE Atolith3) EU /jg B ARagke 2003 99 @t
A B ANREA S| He v 5 o RAA, 53] B=471%59] 9
AE Wotgol 1 o] 53l 62 A7T4T EA®E FESFI T 2005delE I

AR E WsA 0
BCRsE AR Az &gk Aol sl o8 7k =

olfrelM MAPEE Hd3] Hodhe= AoR 4T F flve sd=0]
ATh9) Ty A AG s vhA AL eadele 1‘44—“%% ol dst= F

v Th FdelE AR R A g oA o Ao FololA 29

Ao} AE71do] Y& M < a

d BCRsE AAeHA ghskout, Ay Aol M dddt das HE = §l

% @ AR ARGYNe] JAY s

0_1.4

il
34:'
i)
ol
ol
N
o
It
b
vl
&

759 3= 7197 ABCRsy ol EU Gulell A AjE2 S st 7192

37) Sidley Austin Brown & Wood LLP, "EU Data Protection: Binding Corporate Rules as an
Alternative to the Safe Harbor for Multinationals that Transfer Data to the U.S.", Privacy
and Data Protection Alert, September 25, 2003. <http://www.sidley.com/cyberlaw>

38) Working Document: Transfers of personal data to third countries: Applying Article 26(2) of
the EU Data Protection Directive to Binding Corporate Rules for International Data
Transfers. Adopted on 3 June 2003. o] ®&Ajof 7]3}e] 2005 49Y 14Y FAJo] &EH
AAFH AFZAT A1075 FA4= BCRsoll 7| A AL AFHXEE, T8 1 A
108% EXv ¥ = 578 g 94084315 44 48t Yok

39) EU 3] 9= o= ‘”—‘,j— HEHA F7lolde 4z o2 M (unilateral declarations)
Aol Eor FE5YES ztn AYE AT Aol olF AR FAE BT
& 5 QEA Edo] I dAn AxAAE /T o] FEEo] Tt A%
gE A Fe Abgo]l HH A A (legal recourse)S ZEA] F3td s EFo] #F &
WA FALAE FEAL 5 gokn Bgd Roln 2dA AR E 224
o WAl Yool BCRsE ZFAIFIAY 7190l Witadel 2747 2 5 98¢ @
A foll HA|E7]2 o}k EU-US Workshop on Safe Harbor Framework Bridging
Differences in Approaches to Data Protection, Washington, DC, December 7, 2005.

40) Working Party 29 paper N.74 (3 June 2003); Working Party 29 paper N.107 (14 April
2005); Working Party 29 paper N.108 (14 April 2005).

41) BCRs®] g2 olv] §2 7|50l &4, 47 2 &, AFAELA, 71gA T2
7€k 7193 0] E58oF & AlgH(compliance requirements)ol] talod o] & & 711 S
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conduct)#2)S ‘ﬂ'ohﬂr EUAIZ Al26x A2F el oJste] B3] 71985 A&}

= 3979 MIFEAET| Bl o] 7459 = 7IgtFe] MIERE
%o PQ 3k FX|(safeguards)E ZE5¢Ithal % 9l(authorisation)dhd o El 3] ¢
= AE7|HEE ol b AR she4d) A AHo|th

BCRs¢] 7]&< 7jaA B Al Faqiulo] 2003 6Lo] ZHE ] #7435 0]
ALAE] HAIE O] it

A, 3 71972 o] EU 3929 /AR EE #e MES 53511 9
=2 ARl A H&OPOP Fig=

A, B3 7199 BE AFGFEEe dist] WRHoR &S 2t A
g Qlojof e & P - (business units) 7H2 22 ARGASE T, A
2 Y A (sub-contractors)el] thatod &= &2 o] glojof gt FHAH FHAA
7b ol E AMIE & EE wgEA TIALL EE AW Al AA
2 uFAE] Az, FRFAL] B AJAFBAE ] Hel ojd AnHA 9
W, B EE 3 A(chief privacy officer)®] A7 F& § &3] stofof ot W

[e]

Ao F&EHE 2 at7] AslM= A elle] A4, Zhx19] AlZE(undertaking),
N1 ¥ B &7 o] ™ (unilateral declarations), HAFHFL 717 &AL&FA 7]+
(self-regulatory body)®] 2] T2 Weo] o] &t} 44

AA, Fall 7199 BE AFGFEol digt] tigF oz e F458S 2ta A
B glojof ok BRI} LAlste vt e ke 7E dojd 3o
APRZS71H 2 [ Yo #dof ii&ﬂi E-z](consent to ]urlsdlctlon)o}—-
FAlol ol B3 Q
3l 71999 Sl s Av= 7;\% XLO}O%‘)F °Hﬂr

JHER BCRsE AT dol= 7198 #HelAM Zre o) & X

S Mo of A2 9lt}. Christopher Kuner, "Using Binding Corporate Rules for
International Data Transfers: The ICC Report", Electronic Banking Law and Commerce
Report, Glasser Legal Works, Vol 9, No. 8, February 2005, p.3.

42) BUA A A27Zol 738 A5R%0 e 54 Lope) AdATAA 3479 HAA
BEEPAS AR 4837 A% ALAA 74 B Aol2E /GIF U9
2 F5dcF 8 AP RREFAS FolES BCRsoHE TETh BCRsE 5979
oA Qsle oFE UASA = FE3Th. Working Party 29 paper N.74, p.7.

$) i@ &HE A st 28AW UeA AEE AEHoR AHAE wolws 2
ot 3t “domino effect”2} 1% U Ao A T},

44) Kuner, op.cit, p.4.
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= #A e, Vled oz HErt b5 #ad 5
== 7} 9= EAlo| AR RZF Aol & & =
93 2 HEEIATE $FELE Fojste Aol vigA st

Er
-d
O

AA & EUS 78 EAE 93 E EFa g =
74e] HANYGE F5E AS A oketofof gt o 9] A3l AAEE 7Y
Z(onward transfers)dt+= 73 -$-ol= EUR S 71 A=
st xEA 28-S w2 A 7|7 F ol dAME A3 42 &}(third party
beneficiary)e] @27} R ojof 32 EEo|th. 18 al A3, & NARFRE
g FRFA Ao Y& Hy9 27 2001/497/ECH0) Agah L %]
st Zo|gtof gt

758 & 71gatAel WvEA] 23Eojof & AN va 3 2T
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Corporate Rules. Adopted on April 14, 2005.
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Appropriate Data Protection Safeguards
including Binding Corporate Rules
As Required by European Union

Park, Whon-II"

In this Information Age, the common awareness of data protection issues has
been significantly enhanced and, at the same time, might stymie the burgeoning
electronic commerce. In the European Union, the Data Protection Directive
prevents the transfer of personal data to a third country if there is no adequate
level of data protection. For the facilitation of free flow of data cross the border,
however, it might be allowed to transfer personal data insofar as there are
safeguards for the protection of privacy.

Articles 25 and 27 of EU Directive provide for self-regulation, standard
contract, the safe harbor principles and newly introduced code of conduct as data
protection safeguards. In this regard, the EU Commission has urged multi-national
corporations to adopt the binding corporate rules (BCRs) to further trans-border
data flow around the globe.

For example, the model contracts for transfer of personal data to third countries,
as approved by the EU Data Protection Working Party, require a data exporter and
a data importer to observe the data protection provisions and to warrant a third
party beneficiary clause. The data subject has the right to have access to his or
her own information and may demand to correct or delete incorrect information.
He or she may resort to appropriate remedies and damages if his or her personal
data have been infringed upon.

The safe harbor principles apply to the transfer of data between the United

States and EU member states. They are based on the private sector self-regulation

* Assistant Professor of Law at Kyung Hee University.
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and invoked by the applying organizations when they report voluntary observance
of such principles to the U.S. Department of Commerce. But the participating
organizations are limited in numbers, and financial companies most eligible for
safe harbor principles are excluded from such a regime.

EU member states allows data flow staged by multinationals when they are
subject to BCRs. It means the privacy policy of an individual company is
extended to the whole group and even to foreign affiliates established in a country
with no appropriate data protection legislation. In other words, when a business
group transferring personal data around EU countries is committed to comply with
the EU data protection provisions and to establish a code of conduct containing
appropriate remedies and redress for data subjects, the competent data protection
authority may grant the authorisation as safeguards necessary for data protection,
which would be almost automatically repeated by other authorities in other
member states. In legal terms, BCRs shall respect the EU data protection
principles and comply with the relevant law and regulations of member states.

Currently multinationals such as Daimler-Chrysler, GE, Phillips, and others have
been implementing BCRs approved by competent data protection authority when
transferring personal data to third countries. Increasing number of U.S. financial
institutions beyond the scope of the safe harbor principles are adopting BCRs for
trans-border data flows.

Korean companies which frequently deal with personal data with foreign trading
partners should assess the level of data protection of the foreign country. When
they are doing personal data-related business with a partner in EU countries,
Korean companies should carefully observe the appropriate safeguards including
BCRs, as required by the EU Directive.



