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7] whizelek olell 7kYgsh= 21 AR S ol Aol % 3t
7E QPR E T P AL AeS Tl A o ® Mo RA TIPS
A A AsE =R 5 glrka AzEch

A 2yl EUSF A58 A (Free Trade Agreement: FTA)S |23}
EU 3]957le] /IR E ¥3et SAuS® vfg sl NIRRT E
=9 7|RHo RN EFEkaL Q= EUSKY] wooll Ads 4 ¥=% vt
Zto] JHRIBEKES WAL EUS JIIARES 7]eo] H|Fo] HHd &
(adequate level of data protection)o|2= H7}5 Hlolo} dlth= 40| tFH L
A

o] 22 AZ Azt AYs nk 319 IR B SR Fa WES
sk Aol elvete] A WAL 5 fofell HlFo] o= el lEA
Aozt gtk U 7IYEel s BEE] dAAA o2 e AT
Holal Sl A w fubt 78] 1085 ool sk Aol of
ek g7t QEAel oM e HESRaAE g

European Union)= 20151 10¥ 69 EU F7lo] Hlo]aEd] &3 JIJAA R} nl=r ol A
Agsl= BANA w=r ARI1HAA AE 7 dos s AlojZsi ek Fa
2kaL Al
2) CoEx ARo|q A&l
AR O3] e 1A i &%
o AR g osle] giaER AR AT onldlA frEselet A2 g
o 7 8)9 ARE S qPdolrh utelAe FB s e 2 JtEE oA
ZoFA4 1 <http://www.mofa.go.kr/trade/treatylaw/>). 3 o]E-o] H|523} European Council
< BU 3]959] @A JHER 7449 EU Z15olAls|E delt).
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I. 3]t vevete] 24

Fraslol= QIS RS frie] AR EAlE TR $18) 19496l Asdel A]713)
. A4 107]=0] “f-3]e] 9P (Statute of the European Council,
Treaty of Londonyoll A3 3ko.24) Saiolc), 91550] 359 4421 ol
19 gosha AAs, ALY BAS Z5] slele] $3) S
5 A AL B0 Szt PAHEARS TA) ekt Aol 1
Ao 7 AR E 715 o|ALS|(Committee of Ministers), ZH-9] 3](Consultative
Committee: T-PD), -3 2] 3](Parliamentary Assembly: PACE), <1t} ¥ (Commissioner
for Human Rights), -f-53<18 Al #+4~(European Court of Human Rights: ECtHR), ] - <]}
2] kA3 2] 3)(Congress of Local and Regional Authorities), AH-=HSecretariat) 5-¢] 7]7-=
AL QTR AFFE R of3], JIEANRA B R AEEARE 9)Th
fFrag]elel dEAd Heko 2= 1950 A AE 53917 % 2K Convention for
the Protection of Human Rights and Fundamental Freedoms)¥} 2005\l A8 ]
)R]0 #38F & oK Convention on the Prevention of Terrorism)©| T} -f-93]2]
1 ggolgel Wl fielEe] oo ol Afel 1R nge i3
7 ke AE 2 o)l ofiE FUDARLE Fo) s AAE
2531 ek, ool AReRs QAN obe AUSIAReE Alsze] A
A, 7S 9 SAle] v S90S AR R Fdsh] 918 lofth

Mo of O
ﬁ
O
rL
wn
e

3) 3] TelA FEsle)E 7iare] A E of3le] dHER 4% 7] H(inter-governmental
and inter-parliamentary structure)o]™] -3 5A(EC), ZhA ¥ 27| FHNATO)7} o2&k A
2 e 4Y Ao SATe UEes, wagel, W, B4R, W), 29,
ol =, ool o] 107]=o19l o, FrHel AlAldgto® gd=o] A4 5
o} mix|gk 7R9)et HH V|12 E E38IA 47502 AR T SAHEE e 93]
(Counci)oll Wt ZH4ah= 57]=), 3] 8](Assembly)ell vt H4sh= 37]=7] 3

4) Fdg]e] eF Allx adk The aim of the Council of Europe is to achieve a greater unity
between its members for the purpose of safeguarding and realising the ideals and principles

which are their common heritage and facilitating their economic and social progress.
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S2ueh= eIl I3 -9 3 2KEuropean Convention on Extradition)3}
IAAPETZ B3 f-33 °KEuropean Convention on Mutual Assistance in
Crininal Matersoll jale] 2011 747} Ssle] wEgels ol fislell 7}
PME 7I8stal 2L e 12958 FaAZltk 1 5ol fs]e] FoF FolA
Fep} 719le AEska gk Ao Al epol gtk
vk T3] e 30 S EA Fofetal et 1 Akt 719 T
SPLIQ1 WS S5 VIFFOIT 913 SSIAE (5 “Venice Commission V= 200643
] slelstol S0 1 52 < 48] ek AAsiele] QAR 43} e

i 32
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5) Article 8 — Right to respect for private and family life
1. Everyone has the right to respect for his private and family life, his home and his correspondence.
2. There shall be no interference by a public authority with the exercise of this right except such

as is in accordance with the law and is necessary in a democratic society in the interests of
national security, public safety or the economic well-being of the country, for the prevention
of disorder or crime, for the protection of health or morals, or for the protection of the rights
and freedoms of others.

6) FH3lel= JEd=el WHHAS S (observer), A7 (applicant), 5 3= (special
guest), WIFF-2]9] Wl partner for democracy) SO & URril itk JES|ATFOo A=
AtolrRiE] gkl vi=, Ay, 4, wopzelzhkestael, K= ol vt e
Egdgel, HUA| 5ol 7kdE o

7) Alo]viH=] & 2K Convention on Cybercrime, U™ Budapest Convention)> +3]2] 3=
ool wl=, vl B, GRSl Fojsta ltk fEluhs T oS S Aol

F Ao FATEE 2R Sl 201395 E JufE FAHSE W, EY S

WEA7E 7S] AR5 HE SolARL O dAxAcws FAHERSY & =
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]9 elo] wrjE g iEEA FHAskar 9l

fra3]elE 2 Fellk 19999 3]e5E0] T-’me] 7S Atz A7]=A]
ol 7] s8] Wl =7} 1E(Group of States against Corruption: GRECO)S Z
dap7w ok fevet AR E 2 5F T Y w4l w3 HE(Y
g AT S AT o wol Farsld GRECO= o= 3]¢=9] A
7} frglele] V)l wdet RS sk et Sl olF Aldsh] ¢
& PHA A=A A TS ek gk, Tl 2 Adel] ek v

T
TH(Best Practices)S F-f8h= & A%=4 7|HHS I8k ATk

. CoE ¥dhs} /g3 ke] 0 Wié

1. CoE 108% &eke| A - 7142 74

TR FHAAGF ARzl Aste] B AR IRIARE RS
WS Zhotial Hdvh S w7kR e Apde] wd AdE M R
B Ent ope}l AR Aol AP 55 fs w7l A=54]l 2
T2 ke ¢ gl Zlolrh10) skl 19785 1979d7k4] JHIA B K.

oot AR Sla) HURe BE BraEdn W} Fo 4249 W4 A9L
2, ARARAES ATRAATE 931 1990 f9ES) Aol Aol Bl
oIk Sk 1999937 v giglsle] A S7lelon 20064 H5o] 1 ol
2 48] el AABIle] HHUES) WP BARTH PAEe] H7H0w 3
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@ WEFOlE 99 ARAASER WUss)) A} d A9, BA
2745(2010.2), 2~372.
9) FH3g]e] Ak} GRECO2| -&u|o]X|<http://ww.coe.int/greco> 72, [2015.11.30. HFH 5]
10) B ML, “WRMRTREEGRA1085% & B LA, ARSI 2 EIRSH O HUE
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T AETEEe] Bo 4zke] SgS kil OECDE HIESH SAH H|3 =53}
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g friizlel geknelst “CoE 1085 ool MAE 7k e 571

o] HIES ol 19859 10 1o A2 g s Q)

T g F 300 o] Aakehs sehd) Hdk AREAV|z0] de] o]&H
of wie} SYEZNE ddisk Ulx] AAsPe] Fasge] A7EATE ol #
3l 289 (Consultation)S EUS| 7HIAKH RS e A9AS v Fafdto]
£ W7o UF-2 tisle] ol dl9lon, F HuAHE E|Z 20119 625E
A9 3] (Consultative Committee: T-PD)7} CoE 1083, &2k JAth3lE 93k A|
¢KModemization of Convention 108: Proposals)e] %<t Al2jof] 24=319it}. vzl
2012¢d 11goll= 2ARE9L3|(T-PD)7F Fef7iAt A2k (Explanatory Report)E
FIEoln EAAQ] AlolE Wel Zo| 3] 11¥€ T JFE 839 ARoxt =
SjolA] Afelel e AEEAT AHATES

oju] 2001 11€ol= A= A3l THAAHR ] ApgAfe]el] gt 7§l
BEo| ek A7) @ 47 BRSO gk FIAA, 105 A bt

o} HEII=SS Huksla o] RuAE Ak wgth

11) 9% %34-& Council of Europe Convention for the Protection of Individuals with regard to the
Automatic Processing of Personal Data (ETS No. 108: CoE 108). 7}21A B K 5o 343 EUA| 3
ole] FR Ao RA T HES2 EU 3953, =2dolololadis 5o] FdAX
HZ)(European Economic Agreement: EEA) A2k Bl ~9] 2 g{A]o}, T1FX|o} 5 A3=o|t}
CoE 1083 Z9FS BUA|Hol| 24814 TH= 2001d B 294 A(Additional Protocol)Z 23k
gl ojo] 2014 12 F F=okS Adislele AP RS st SASEY NS v
Ark A= AE o] FHokel o] YE HAES v, TR A4 frEdl we
WA ZAob &), FEY, 201510, B2 260~303H Gz

12) 20061 490 F51e] ol AE: § Fetel AAo] Ade 19 2890 QU
9] J(Data Protection Day)2 Z3}al ujejd oz Zlo|HA] BT E 93 JArE 2w
% sk

13) 200739 2]z~ ok w2} CoE 1085 FFw 7|AE vl

14) Cecile de Terwangne & Jean-Philippe Moiny, Report on the consultation on the modernisation
of Convention 108 for the protection of individuals with regard to automatic processing of personal
data, 21 June 2011.

15) CoE A}o] E<https://www.coe.int/t/dghl/standardsetting/dataprotection/Cahdata_en.asp> 3.

16) 3% A& Additional Protocol to the Convention for the Protection of Individuals with
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AATE T3 2008 108 ~EpAR-2olx] D7 304} AN RAETTF A3
A= gl Sl o]9]e] wlel tisiAE CoE 10835 Foke] 719le
AGP|E shal, & Foks S8l 2= AAARA=TITY] JYs FXshks A
ORbS AfElEgItk ololl mat vl w7bEA AFo® T okl 7Isie vt
T 2013 109 HlES & -Felgink ghd $-Fatol= 20124 8 EURAH
L NI EE S HAZE EU 7|Eell H]Fo] Mgk Hadequate level of data
protection)©| 2= H71E REITE

Fophgel sR1AS e FHsle] ZmolAldzl 2013 7ol AX|gk sH<
ARRS EHA3|(Ad hoc Committee on Data Protection: CAHDATA)E H] 3]
T3 SAHE T o] WARES FepiActl tid AE A9S
CAHDATA= 2014\ 3958 o] je 395 71Xl 2ol|ts) 2 &ff 129 qof
1 314)(Abridged ReportyE A|estal dojsls 91k WAk A8tk Ji
Aok dite] 3|U=EERE HES Wekoy sl IRkE Hehe
EU7} /18X B S U7 (General Data Protection Regulation: GDPR)S] #|A-S-

FR8kaL glonz SRRt 1 FolE AARIL Sl AdRolth20)

regard to Automatic Processing of Personal Data regarding supervisory authorities and
transborder data flows. F7F] Aol = SHE A9 MAFRB S =r]7e] d35
FAGL WAk e R ANE oA Wt AAANE 42T Frow usd
AL WA} DO MRAT ARk 45T FAL wES e yadh
<http://conventions.coe.int/Treaty/EN/Treaties/ HTML/181.htm> [2015.11.30. Z&F7<%]

17) 945 -2 International Conference of Data Protection and Privacy Commissioners (ICDPPC).
19780l e /RIS A7 T2 wid 3ol Eobrb dA T FA] sl
AAE3E da A7 o E MA@k dA 59709 877 AP EA=7]77) 3]
o 48l ow 3] F AR m Baee] AARRAEI| T Folsta nk.
gh& 20070 g IE YIRS A(KISA)o] Bl o & Zh]lakalaL, 2012l I R
BEAA7 43D A4S A5k

18) CAHDATA?] 2014d 5 2§ 3o ot Abe #1309 U Alo|E Az
<http://www.coe.int/t/dghl/standardsetting/dataprotection/Cahdata_en.asp> [2015.11.30.
4534

19) Rule of Law section. <http://www.coe.int/t/dghl/standardsetting/DataProtection/default en.asp>

20) CoE 1083 7B g3ere] 313k diejder gzl vt gidieh 289 5 55 At
2192 tBuUNSW)S] djo]d e wrt 2015 79 AEHANFE] fH
3]o] ZRedslell SAHZ FAsto] fidlele] WS Sl 5= ATk
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2. CoE 108% #eke] 44

71Eg ool P kel dekd Ao] gltk Yot FAM o w A7 o
Aol QAR AECHR)7; AoF=el 3-5¥ WA LAY #ao] 3l
A, EAE AR wjde] s aejalol & APl QleA AuEal U
Aok Wigar qlok2h

gokol] zFsAol e (self-executing)> L Foko RHE JHele] HYE ®
=% i AT Fofoll 7ISIE 7k doke] IR RS 1S Ul
Hiedsh= Ao] oFskeo] vk FAAQ] =oHE Bl =7kl ol
Aol wheh depd & dou dlegrios el wols 4 e

r1r rlo

¢

selolPEer A8z FAE AJNEIANEEN ] EFo] ZaloluAe} F
A, T2 A5 BAsHE Ao Z I E S(data protection)= ©]ol] EFHE]
= Ao= FjAEck o]Zlo] CoE 1085 FPoF Aoz 7] AFAQ] o4l
o thate] EAAS A|FEe glor), FHAPAABLME BA} ¥ AR}
il 9]

= il
ol AFA, W7 8 eletel e 9ok

v

21) ‘& Pk, iR 1010,
22) RS 1020,
23) K.U. v. Finland A}71(N0.2872/02 2 December 2008)-2 199914 G| 1241019 K.U.7} #91%

122 R POIeh= WAL=l ok Q1) Aol &2 o711 ete] 5 2
Pa7h Y 29 AR 7o) sk T1e BANNLE ol Alglsiole] wetslel

w2} Fr AT ARECHR) A= GRS JoiE s FTeeith BCHRE #-319]
B} A7t WAgsh= A o] SAHAAA B ek AAH $19 02T E
BEsfof sh= lojrz Aoz T o) ARl elM A BEshs Aol
APEEe] Bl Feg H5H9) ofrte ERtet R ARRES] ¥Alel QoM AR EF5)]
& 2215 Fsh= Ak, T3lo] T ek X194 Q= WSlAA, Si7he] opelal Erk
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SRR FUANTF AT Wehe ApdRe] Wl Algte]
AANA BAol Ua A 1o NE wEshe A Y BAKo
2t 3] AeHe) el RIS wEshe Holekn Aalsl, Al
nEo] Wag A0l o TsH: el AR kel Fhlel glojd A}
BIE £33) 98 2N Ashe 2% Tglo] PR PERel Fug w
e A9 e Wsleld, S7bel ojela wac

3. A= Hg

71 goRhE At (Preamble)rt 77 2770 o ® O] Sl A

T 7IE AAE ag= §A8ka itk e
(automatic processing)S THAFO & &1 o) At A S

L A2 Az

2 et Ho] SAolt). of

1) 54

gere ApegRel A5
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IIE ot

Aozt HgEet

(<]

“ArsAEE NAPRTT =74E Hol frsdle

Zo] &7 FaigS aefsle] BE 7iele] Heg)
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S5 grfiohs Zlo] wiaPeiths Zlv «xzefo)

HA] T3 R AR 150 7R 7RIS

z3e o7k e AxE

A

[’ﬂ“}—] ==

B= 7idle] A7lel #et 7H1 BLe] ApgA ol
Ut A2l 2L 7R Ay 5o] Zefolrde
52 28 7 ARl Arse

yu.

A

‘[“ﬂﬁ]al A1} 7fo19] o1 @ 7| RA 219
R g3 JRA9} /IR 5] this),
T3}, AAEE AR R L R
H2e 2% Bl delol 7kt 7l A&
38 Frshs v Fersiths 21zt «Zejolmal g
E5 IRIARS] HgEhs 71EA XS AAE
Aex] FHAZ| 2L AREE Alole] RO fgel
7lolake ol Fo7eke Al

Az =3

QYR Ao} Bsto] 7} AAg BFH=
Zlo] 7184 Ay 53] Zefo|malAL] &5 710

g At

ECHR= d&= 57 218 o5

Agel A wa 3Af2e) Eade B33

T}.<https://www.coe.int/tdghl/standardsetting/dataprotection/Judgments/K.U._v. FINLAND en.pdf>

[2015.11.30. &5

24) 71 erel AL frislele] 34 Aol B

<http://www.coe.int/en/web/conventions/>
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3. AsARE FRAYE vt U1 He]
SR, A%, 1B 2, 148 3N, 018, AHA
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o= oW 2] = -] Arolela A
A8l 71
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c. “AFAErd AR T AR ity
Ftol] oJste] AE= AR QRS B
¥, =gEddakae), W, 2k, B w5
o] A3e T

Az o] 2O HeI R personal )t AESAAG A8 5 9]
AAERFAN] e PE AuS BAPI do] 7]E HokS o

25) ECtHR ol 9P, Bus F57) F7} Toll 2715 Bl B5S AR 2 AAske A
ukS- 4= ¢ltk Von Hannover v. Germany (No.2), ECtHR, Nos.40660/08 and 60641/08, 7 February
2012 TVOl= F13 Aol 9l AP} ok ALg Holz AEHo] 43 AL Wsiohe
AERE= AMBES] TS 6|3k Zlo] ot} Axel Springer AG v. Germany, ECtHR,
No0.39954/08, 7 February 2012.

26) AR Asze] TPPolis A8 ABE FRULE oleidh 74 vol = A
HelBlE iliahs 2 7RI gl ASEARE AFd=e] 2AH 918l sshe o2t
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Aerbede vigeHel weg B e SHe) Aug 78 5 9)
I 1 AR A o]8AE o5 AL ¢ e AL V|Fo R T2’ H]A
¥ 3K de-identification)-©] " 3K anonymisation)-” | '§ 3} pseudonymisation)ol] T3 2]
AL GARE ZdRolabs]|e] dal, AHARE Fate] 3] Hs|a Q29

A5z AAARA G Joi 2 FHo] AWsta BE WAl A uH
] olole HHsh F8E FASKE Ao] Vel (proportionalty) & 215
ofof dth= A}, QIARARE AHEal HAE 5A4ste] ARFAA 1
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Abstract

The Council of Europe Convention for Data Protection

and Desirable Korea’s Accession to the Convention

Park, Whon-II"

The Council of Europe (CoE), founded in 1949, has been very active in the protection
of human rights and rule of law, and established the Data Protection Convention 108
(effective in October 1985) based on the European Convention on Human Rights (1950).
The CoE Convention 108 and the Data Protection Directive (95/46/EC) of the European
Union, which the majority of CoE member states belong to, have been a model of data
protection legislation around the globe.

The rapid development of information technologies and change of circumstances since
its creation called for the modernisation and globalisation of the CoE Convention 108 and
the 2001 Additional Protocol as well. As a result in 2013, Uruguay was the first
non-European state to become a Party to the Convention. At the end of 2014, the
modernized Convention 108 was endorsed by most of member states, but waited for the
finalization of the EU draft General Data Protection Regulation.

As the CoE Convention 108 ensured Article 8 of the European Convention on Human
Rights, the European Court of Human Rights has been committed to enforce the provision
in real cases. The Court has rendered its rulings in consideration of common rules and
practices among member states, and other special aspects of data protection and privacy
at issue.

In Korea, the data protection laws are regarded as powerful and innovative in protecting
data subjects and implementing safeguards except provisions on data export to a third
country. Compared with the CoE Convention 108, the Korea’s privacy laws, including the
Personal Information Protection Act and the Information and Communications Network Act,

have provisions in detail to prevent the abuse and misuse of personal data, and to provide

* Professor of Law, Kyung Hee University Law School.
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countermeasures to data breach incidents and remedial compensation to data breach victims.
In the area of data transfer, however, some provisions are criticized in need of
improvements. So it is necessary to scrutinize the merits and risks in the proposed accession
to the CoE Convention 108, which is in nature a treaty to be effective as a domestic law.

In the Information Age being equipped with high speed broadband networks, Korea
should facilitate the transborder data flow, ensure the citizens’ interests and rights related
with privacy, and take a leadership in establishing harmonized legal instruments on data
protection as well as their enforcement on a global scale. To this end, it seems to be
appropriate and necessary to accede to the CoE Convention 108 first, or to apply

concurrently for the EU adequacy assessment of Korea’s data protection regime.

Key words : personal information, CoE 108 Convention, EU Data Protection Directive,

European Convention for Human Rights, international treaty



