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Aol BUL ZA

e 7Rl A= RIRl RS (REAAEA G 20161 114 79
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Sl Yle)] gt FAIE Aslstal HES A Adnjel A, AR doly Fo #st 1
otzx] 52 WElet UEYA PAH(hEMZ L 2, PRC Cybersecurity Law)<

= =l;

Aegey. A HES FH7Ie AA 20179 62 1L5E] AJFEHATES) W]=o]
2 AR AZI7E HAARE AoIHERES: o2 I7}r|dhel| gk ARAlY
2 71=dY o, dolHe] 2AgelAlold & /HRIFE Bt HE dEe ¥
o] MojAA | Aot

UEAT b Zoke 2015 69 W H 1A,
A A4E Ak 20169 69 ZIgE L
FEetol= e o] tigk Ad &S T 4l 23o] F7EHSIemH, o

F ABAE 54 glo] FwIk

. T8 e
® 39 UEST oL JHoIF RS Of
I¢]

A
TT
qE9 Qkel gy AAE SlEYl B7e] FAT Fjekne] §4, FN

27) 3% ATANNENIE TR FAY A3 HAIBoRN 27 FANTHBA,
FZEH OIS ADATA ), AR AR NEEE oE 74
ik

28) AN EEP DA IANEY, A5ANAS AT 95 NIRRT ol 2
=3k, 2017. 2.
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AZZ(EN), AHEY A Bt ﬂaﬂ % AL 2
i), AMER A 9 HWMZKIsIT4 %), AUE JEL HWMLS EL
P), ARUEE AR} SF AT N AAE), 2 AR,
ARH 5 F T T9xE FAE A

HE]D S A4 ARFA 71WhAH B S AEE %, Critical
Information Infrastructures: CII)Y 32}l A] A% Az} o7 5 Fylsla rh
o] ¥ AB1xolA B4 FHEA 7]‘?}’\]’5’01?:} uA, wE, FEAA, 56,
o8, &, E‘E"HHV\ ARG T =7 A okl HIES A 7]e It
& BE*E dolg & Al I7RRFd¥} Fao]oe] J&ks nA= FREA S
ofujgty i Aosiditt. T8 AREA 7|WAlEe] @A 2 BelAbe
FHH7VE oo ap, AT M= Tol MY AR Y T FREAY
Ay F2 TUEY] 7H‘ﬂZ§,H(Citlzens Personal Information)2} & d©|o|E
(Important Data)= WFEA] F=ar @Al 2Agh Al At es o F-slstal )
oh Zrefu S AR ol R lEf o] &2 HolHE T &%l =
3ol WHelolu x4 FollAl Algalior sk A-olls T=9 AlolHuEMe] &
= 9 o F5o] FEo R el Kol 7K Security Assessment2)E A X
=g

411

Ho to F

2) VG SR Rle) oplsh FAH vhgel BAIsl] A 2k B Ho)
B @48 o e vjme] A RE VEYD 94 ClE WS FHE
HZE ANIAPIE 1871Y A7)3F Aew dHFcl. Adam Golodner, et al, China's New
Cybersecurity Law Imposes Heightened Restrictions on Company Computer Networks, Arnold
Porter Kaye Scholer, July 20, 2017.
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@ UET QI JHQIFERS A AR
HEYT obdme 2 AR ZEAAEMIT)Z} 2011 129 A
TS AR o AR ARAlM F8 & AR Hoo 9
?iﬂi}ﬁl Aabgolet & 4 Qlrk0 58] /HQI4R Heel wds)
S TFAgo RN AR BEo] W3 XS FHEaL )

2
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dlo
>~
>
ot

g5 et As BEFAE F Gl A IR RS] AAlE 8
T AL FRHEAG A AR QFIF A& well= ol i FAS
87 7 UrhA43x).

o ZiRlelv} xAL AR F55 HAoE EWHARl s wdsAd
MRS AFHsNA= <t =W, AJAARE AR A EHA o= wAnfs
A EHAH o AT oF "AhAl44x)

o HESA Bt 1AL E ] -5 7Rl 2ol ddatE G-
55k JHQIEEe; A HE El| el QbS Ao Bbm

&

o] e 71 Welol WS A1wstel, olewt 2y suHEd ¥ 5 9)
= lelg e A9 o] gAjel i AP AR WAE T 7
sgich. e ol gl Andda, Aue] Aquli)elt Ngnol B
8 A slovi, I 18 AR S DI 5A5 3
A b Hge] T4 guel Tl A s oTssn gue wES 7
Aakar Qo] ZAH9l B2 st glek.

PEANZ wrjPhE EGD FIRE el Ads BAE 2
Zseka glor, e Bl vhd el Ade Felsstn Qi Aol 54

o UEYZ eHdHLS Sy Mu|2 AFdA tisf] gkl Au|AE AF
3= AGAAIE 2 u) k=] AW H(real identity information)E L -7-8}
L5 gk

30) Graham Greenleaf and Scott Livingston, “China’s Cybersecurity Law - also a data privacy
law?”, Privacy Laws & Business International Report, December 2016, p. 7.
31) Ibid., p.3.
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AR7TE Auletal A FA S A9 R s T AtolHERtE ¥ ARt
) S A Z (PR L e A RIS SR BTSN, Central Leading Group for Cybersecurity
and Informatization)& X3}k QIEJYl A4S FHXAsh= Y 2A(H
K H NS K F0285S, Cyberspace Administration of China: CAC)%E RH=S] T

gy ols AHxAe] AtolH FAE HxotHA JE Sl HAFEH=
el FRI=E Fh=stal sAlehs AshS 2 31 3edsh A4l 12
Y e AR oA &= 7)ol ¢
ob&T] A EAISH RS VINte® k= Alolrk L T4 B RS
9 E o]dah= A Fotal wlol BeteE sh= AR Ao ZZetolA]

o] AT

AeH o2 T AUl HES BRY =9 ojxdg st AT WA
BE Yo AFSIEE ok =3 b7 | UHE(ERVEYE, China Secrets Law)ol]
A B2 Aoy Z7ly]d(State Secrets)®] €] ] 18 SAHAT. FHZell=
AR SsbE qige] AAEY e §39 MRS o7l E3HAZIH.

o T QIHle] AMAAEA R ¢ A A %X]’S}T: 2011 23 2 =
|71 /NI E BRSE ek AN F432)

o 2PYPF-| AfolH MEA THI FR3} AH FEs FAIES sk
bdstaL Alorbset RIS 8¢ 239 UESD B 9 R}
A Zrslel] gk A o))

o JQIAKEE] =ejojdo] BRFA L §oE sk 2013d A4 7lo|=

1m Fl

o TolM FHE A7 AR =] Ae wAshs 2014 HAdW A

32) FRE AR 745 TR Uit A & P A B S R RT TAFi4 1 (Notice of the People's
Bank of China on Urging Financial Institutions to Further Effectively Protect Clients' Personal
Financial Information) 2011.

33) 201491 99 F-L AL EPIABCBRO), TN U, Fo 1, FAAR
SHP7L S S TR TR B EA DR R T A 220 fE B LR R S WG
g $REAE [2014] 39+5) <http://www.cbre.gov.cn/govView 115696B8621049099A0B880DA
B133A33.html>

34) Information Security Technology — Guidelines for Personal Information within Public and

Commercial Services Information Systems 2013.
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35) A S BAE R 0010 T (Measures for Administration of Population Health Information —
Trial Implementation) 2014.
36) M=olback door)et A, FFE A, okEA)A Fo

g
slol A4 Fo WA QL Al2ge] HEshe AL Wk
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Wk ok 9 eekel Anel B 9 Aol WAL Qs ek o)A
& HAE B AR Aelw] BN Ak g ole] A5 WA 2
A whg Zole % 4 ek AAgR nE 2 =
weh guEAe] 98 PAkE 5 AR SAE govt Aele] JuEy
5

fol
1o
i
g
S

gelA o] el diste] Ao ALES Akt A& et ok
= ] ARFAES F8 A7 th}H 2l A
2AE oY AEe Bl FLMst 7|d85S A Alsla Fo4A1e] who|
FolehA] Sths A& A5shHs ) o] HES 8 Jdd AlAI
ek AR el g a9E B4 A AAE et gl

H‘I

7k Aol #s

HERA = vt 22 Ul ofsto] Aufe] sl dA] oF7t A o]
Ak

O QIE{Y S3, SMMBIAC] HZ U 08| TElo] Tet FH(OTTSD)

20134 o] QIEIYIS o] -3k E3hu|A|X|(Over the Top: OTTS) AfH] 27} 1k
Ygfol wel ARFAFI ALoR OTTo] Ui FAE EYelz Ak A
o AsHE Exkort obg JH o £RaHe] Hof A btk @ OTT
IS} AlEe] Qe WS S glo} Bae A o BERH
A7l
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HEdel M= 2013 AF 7250 wpep Ayl Ao Ev AL AAY fiAbolE
& MAjzshs ARk HEd] FHEd=e] HARE W= sk o] AHE
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k] P2y, AE)El RS 271 7155 2d o)) Bystolop vl il Hle,

39) wieh FHATA o) 1k, 159,
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W3, siaelel o] gl ol 8Atel i wE A a7t e
T19] Q1A AR APAR] RS Algatofof ghrhal

20150l FAREY] T4 AES sk 8] Ajto] FREIT
of71M AR =83t Algolst el=e] 7|, 719 HE= THSle] =l sk=
dolg AA A 9437‘9] kY AHIAE o] gste] HEWE =] o] &}
thste] 2 POl E, AAMEYA, A, o] &AL I e theRsd
T e S/NVEE B o B 18 AR AE Al As weith ]Oﬂ
upe} 72 AbolE, A
FFsk= 45, SNS 7] gl9lo] sHHWS s
W ol FFofof gtk

oejx oz =43 A=A YAl |ERA EAIS}E -2-8(specialized application)
Abo]EQL 7ol wloly Azl 2 wByke] #A|s} o Ut gtk B4l BRI,
W, dEd, A, 56, 29, w3) A0, 1S 71E ekl HRA|
o] obd AT ool &3k At ETL ofdl] el FEittAd)

o )] wkg

W TRARIAE el @8k Aol widhel 932 23] sk o
e AT e Akl AES elEdn A g AEE $A2

W) Aol 44 BEI elErks AL Wsdlth ols wuste] 72,
olulo] 5 vIZA By OTT ARIAEE W3] W 2u& B gek. vk
A AR Rstshs A dhslel D59l OTT AljlAkEe] HAlE 3
sfakela wfahs Al o7k s o) ES A gleked

L7t MEWe] FLMs 23 2 S AVFEAL S, el 4

OH

41) Scott Livingston and Graham Greenleaf, “Data localisation in China and other APEC
jurisdictions”, Privacy Laws & Business International Report Issue 143, October 2016, pp.
22-26.

42) Draft circular on detailed regulation on cross border provision of public information
(No.72/2013/ ND-CP)

43) Livingston and Greenleaf, op.cit.

44) WIEGIA AHe] AR %3l 5 FLMsel| Tk FarkRs ofd Qivk et A7,
okl Ha1A, 18%.
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45) Organization of Electronic Systems and Transactions Regulation (82/2012)

46) Livingston and Greenleaf, op.cit.

47) Regulation No. 27 of 2015 regarding Technical Requirement of Equipment and/or
Telecommunication Devices in Long Term Evolution Technology Basis (Permenkominfo
27/2015)
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4. FrHAHEUD)

7} atAle] A5t

@ HM3=<el H-et HoIFEE E=2 &

F# & &(European Union: BU)OlA] uiellA] dolB|E Rk-A2]sjoF = 745
& TR R. ol il ARAAE &3 ko] AR HF o ol
EU 7)) Hl5o] Adatx] 53 otk oo 3k 7= EU 7HQ1E R R 54|
Zl(Data Protection Directive 95/46/EC) A25% X A|2630|t}. EU 3)G=-2] 7)21A
RHAE7TFER A0l 9 /MR B2 Article 29 Working Party)of] 4]
= 5 A wE AFAIH 1M (Working Document)#®)o]] A A% = 127}
A 71490 H|FEo] AHT HE 42F(adequate level of protection)2]#] o] H-E
7¥eHAl ek o] 7]E2 GDPR AdSEol = Tt ® gkdEo] 9lo] GDPR A3 5
o= F7IA R i ve A fdlle FHERE AlE 488 low Helth

IR RIARE 38l o]F BEkAEshs 7IYolehd EUlA 2-s}
© MR B3SO bt (safeguards) S 2t5A HeE 4950 HEHE A9|®
WS ¢ glom R dAd AME & el gltk EU 3ol A= BU 9] A
W59 Zefo|HAAS Bkl =] terd 71gel ofgk BE AujE 7t
7] 9ek A Hole} & 4 gtk AnFo] RS R war RYTo] 5,
Bepd 5 9w A B3kE Al Adld AdsellA e oigte] (Id

48) Article 29 Working Party, Transfers of personal data to third countries: Applying Articles 25
and 26 of the EU data protection directive <http://ec.europa.ew/justice/policies/privacy/docs
/wpdocs/1998/wp12_en.pdf>.

49) 127) 7152 vt 2ok D) Z1ReH @ SAARe] 4F @ AR 2, v 9
@%Ael 97 @ e 9% 6 ARABAR Ael © AR A% AT 2) Ft
7% @UAAR ®thldE ge] AR ©Assa KA 3) AHYTAL]

Jag o] 24 M ARFA) B A9 @ el o 48 A

Az AgTAt EEAR, T4 gl 71917 (Binding Comporate

Rules: BCRs) 5©°] St} W= BUSH Alo|Zal] §2KSafe Harbor Agreement)ol] 2]3}d]

ol £AIE adagient fsls war Farh A wel olE Zejo|njA] W

(Privacy Shield)= thl|a}3ck
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nhzl Flo] e ofdAE FAHIAME 7 ol 8= HHE Aot
v ool whe} = EARR AdFste] Afste] gkl AP A A(CIEU)=
20159 10 512 ARASHel| A EU-R]= 7F Allo]Zat goks Fas Adsiql
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T18jal EU oA e ZejolsA] B s 94 Az WiAle dHele e
B & EAE te 71de AXeka Alee 23S el tA" A
g3l PE Q" ol(Giinther Oettinger) F3 U2 vl=t 7|PEZTEH AW
SAAS "3t Zlo] 19 ekl Sdsh | Pk

i

Q28 5w WeIE DS obIdch B4 A48 etEel YA &
HAASAY 1 oA EldsHA] %2 A H(inadequate, irrelevant or no longer relevant
information)2} 18] ALAE ks ol&Ae] 278 olFek @tk o]
ok A PR 1R 71 olael RS e 59, mda 5 4

E=HRleA 40% o)/del ARE AAlehA] s ¢ (ISl

51) Court of Justice of the European Union, Maximilian Schrems v. Data Protection Commissioner,
C-362/14, 6 October 2015.

52) EU Commission, “EU Commission and United States agree on new framework for
transatlantic data flows: EU-US Privacy Shield”, Press release, 2 February 2016. <http://europa.ew/
rapid/press-release [P-16-216_en.htm>

53) v Ai= S7RRHL HAolgkar govt QEUE /AR RE Sl Bigt ¢ A= o
3] siM e darl rfal Holt

54) Albright Stonebridge Group, Data Localization, p.6.

55) Court of Justice of the European Union, Google v. Spain AEPD, C-131/12, 13 May 2014.

56) ©]7- GDPR A|1729] “21AH (right to erasure) == <318l Ag](right to be forgotten)=
3-8k ATk
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Abstract
The Merits and Demerits of Data Localization

Park, Whon-1I"

Data localization requires personal data of citizens or residents be processed and
stored within the border of the country. When such data are transferred overseas, they
are required to meet local privacy or data protection laws. After revelations by Edward
Snowden regarding United States global surveillance programs in 2013, an increasing
number of countries have introduced data localization laws and data export restrictions.

In this Age of IoT and big data, data localization laws worldwide are threatening
digital globalization and inhibiting cloud computing’s adoption despite acknowledged
benefits. There are various motivations for nations to adhere to data localization and
restrict the transfer of personal data to a third country. Those restrictions are
implemented for the purpose of national security, prevention of cybercrime, or
protection of privacy of citizens, in particular, of the EU Member States.

In some countries, it is to prevent the global IT Giants like Google and Facebook
from evading local taxes on the huge advertisement profits in those countries by
requiring the presence of local data centers. As such, local IT businesses are
complaining of reverse discrimination from foreign providers of identical services.
Other countries believe data localization offers a quick way to force high-tech
economic activity to take place within their borders.

It is also true that data localization and other barriers to data flows impose
significant costs: reducing GDP by 0.7 to 1.7 percent in China, EU, Indonesia, South
Korea, and Vietnam, which have all either proposed or enacted data localization
policies.

Statutory grounds in the above countries are found at:

- China : Cybersecurity Law, the People's Bank of China Notice on Urging Financial

* Professor of law at Kyung Hee University.
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Institutions to Protect Clients' Personal Financial Information (2011), and Measures
for Administration of Population Health Information (2014)

- Vietnam : Decree of Information Technology Services and OTT Circular

- Indonesia : Organization of Electronic Systems and Transactions Regulation (82/2012)
and Regulation No. 27 of 2015 regarding Technical Requirement of Equipment
and/or Telecommunication Devices in LTE Technology Basis

- European Union : Data Protection Directive (95/46/EC) and GDPR effective May
2018

- Russia : Federal Law 242-FZ

- Korea : Act on the Establishment, Management, etc. of Spatial Data.

There seem to be diverse rationales, one of which is national security or surveillance
concerns. The Korean government is afraid of the detailed Google maps would be
utilized by the belligerent North Koreans who have already developed long range
missiles and unmanned aircraft systems. However, such mapping data are indispensable
to local retail vendors, logistics and tourism enterprises and the operation of unmanned
vehicles and drones in the near future.

The so-called Internet balkanization and any barrier to free flows of data would
hinder such burgeoning high-tech services. Therefore, the derogations of the primary
aim of the Internet as an open network should be subject to strict scrutiny even for

the compelling government interest such as national security.

Key Words : data localization, forced localization measures (FLMs), data center,

trans-border data flow, Internet balkanization
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