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SUMMARY

1. Subject

A Study on the Data Protection Measures in line with EU Directive
95/46/EC

2. Purpose and Significance of the Study

Nowadays world-wide use of the Internet and explosive data flows
across borders give rise to the increasing misuse and alteration of, and
unauthorized access to and transfer of, personal data encroaching on the
privacy of data subjects. As a result, the issue of data protection are
discussed more often than not on the global scale.

There are several major models for privacy protection. First, some
countries including many of the EU Member States have a comprehensive
general law that governs the collection, use and dissemination of personal
information by both the public and private sectors. An oversight body
ensures compliance. Second, other countries, such as the United States, have
avoided enacting general data protection rules in favor of specific sectoral
laws governing financial privacy, etc. Accordingly, there is a lack of an
oversight agency. In some countries, for example, the United States and
Japan, data protection can also be achieved through various forms of
self-regulation, in which companies and industry bodies establish codes of
practice and engage in self-policing. It should be noted that the EU has
established full-fledged data protection rules under the OECD guidelines for
data protection and requires its Member States to ban data transfer to the
third country which fails to ensure an adequate level of data protection.

Therefore, in order to promote Internet-based electronic commerce, Korea
should be regarded as a country which ensures an adequate level of
protection in conducting trans-border data flows with FEurope. It is
prerequisite for Korea to reinforce its IT power and to set standards in the

Asia-Pacific Region.

_iv_



This study delves into the current status of the Korean legislation with
respect to data protection in view of the EU directives. Later on the
preparatory works should be done for any discussion with the EU

Commission in this regard.

3. Contents and Scope of the Study

This study is based upon the EU Directive and other Community laws
in defining the data protection. To conduct this study, Researchers visited
Belgium and met with a number of specialists including one Commissioner
of the EU Commission and several experts at the Research Center of
Information and Law (CRID), the University of Namur, who have been
involved in the research project on data protection methodology committed
by the EU Commission. Also the 23rd International Conference of Data
Protection Commissioners, which was held in Paris during September 24
through 26, 2001, was highly useful for Researchers to collect information
on the latest developments of data protection in Europe.

In the first part of this study, the data protection laws of Korea both in
the public sector and the private sector will be examined. It is believed that
the relevant Korean laws have incorporated the OECD privacy guidelines on
data protection in line with the prevailing global standards. However, there
seems more or less insufficient regulations on the matter of transparency,
onward transfer and the independence nature of the supervisory agency.

So it is suggested that a general law on data protection is advisably to
be established for a standard and reference to various special laws in the
private sector. Japan is now making a comprehensive law on the same
subject matter. Also it is true that it takes burdensome preparatory works
and considerably long time to effect new legislation. In this context, it is
advisable to resort to the industry self-regulation or contractual solutions in
order to supplement any discrepancy in Korean laws against the backdrop of
the EU directives. In doing so, we can expect undisturbed information flows

with EU Member States or other countries.



4. Result of the Study

The conclusion of this study calls for preparing for future negotiations
with the EU Commission in the manner in which immediate safeguards with
respect to on-line data protection are necessary and important rather than the
amendment to, or establishment of, laws which is time-consuming for
national consensus. In the United States, the self-regulation approach is
turned out to be questionable in the issues of the representative nature of
associations, the level of general compliance, the enforceability of dispute
resolutions, and any moral hazard of their members. So it is recommendable
for Internet service providers to declare their own data protection policy and
to conclude standard contracts ensuring privacy issues.

For the decision of the adequate level of protection in the third country,
the EU Commission, in collaboration with the EU Data Protection Working
Party, usually collects and analyse general information on data protection
through data protection supervisory body of Member States, local specialists,
professors, lawyers, EU representatives, etc.

It is necessary and important to fully explain and persuade the EU
negotiators that the level of data protection in Korea is sufficiently adequate

because:

the relevant Korean laws are based upon the OECD privacy guidelines

giving attention to the EU data protection directives;

- any problem or complaint of data subjects is thoroughly investigated and
mediated by an independent body with possible remedies;

- a private association of information and telecommunication service
providers is going to implement privacy mark labeling;

- industry-wide self-regulation instruments and general terms incorporating
an EU standard contract on data protection are discussed for early
implementation; and

- the authorities concerned are staging a nation-wide campaign to respect

personal information in general.
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5. Practical Usage of the Study

This study presents various useful approaches to the preparation for the
future negotiations with the EU Commission which adheres to a kind of
reciprocity in data protection. It calls for a division of efforts between the
government and the private sector in order to introduce the current status of
Korean legislation on data protection to the EU representatives, and refer to
the case studies which involve major countries including Canada, Australia
and Japan. At the same time, it is necessary to implement industry-wide

self-regulation instruments and contractual solutions.

6. Expected Benefits

This reveals that the future negotiations with EU are not beyond our
capacity. Therefore, stepped-up public relations, in particular, with overseas
data protection bodies and counterparts, establishment of independent
supervisory body and, in the long run, new legislation based upon global

standards will be helpful to ensure the adequate level of data protection.
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b3 9Tk

36) Joel R. Reidenberg, "Privacy Protection and the Interdependence of Law,
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Commissioners, Sept. 25, 2001, Paris, p.2. "l EH o] glolela w4 Al
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EU MAARESAHAE i (Recital) A10FA “7HQABHE A 2ol

whebA] S7RPA R, FE o] hd ¥ wRIEA] FAA e W o
B A F450] BE, Q] Aot Ao nuo daAdy 2
of HERMA MoARS WIS A3 S

Atk EUAIA A = A|13%0 A o]& FAstete] (a)=7kti, (b)),
(OFFdA, (DFAMEF e FAdE A4 &eeintals] o, +
AR B 71 &, (e)F 3 oA 2 FAlel ek Abeks X3S Y e

-~

(CoE 108)9] HAAE &3 A"dE Walal ek

39) Article 8. The right to respect for private and family life 1. Everyone has
the right to respect for his private and family life, his home and his
correspondence.
2. There shall be no interference by a public authority with the exercise of this
right except such as is in accordance with the law and is necessary in a
democratic society in the interests of national security, public safety or the
economic well-being of the country, for the prevention of disorder or crime, for
the protection of health or morals, or for the protection of the rights and freedom

of others.

40) ECHR A8xel+ AHAE, 71548 71y, 54 9o Hite] o] AR FH<
AAHA(European  Court on Human Rights)e® Ao, 3 2 ZE2A7%
(surveillance), @459 Fwo| thdt AW F=Ha5 71914 H (personal data)e] F 70l

AL A8 4ol ALHvty B vt AFd=oA FH] FAALSHER}
Fol Wi Fogle] HIV #93 22 ga54dnrt 3% u dste] ddaAAre
adgk VA EIE FAEOEA 19 AME Y SR, AEAAEd S3Q0 9
S A F ow AFER dlom AAT AEE 7IsA wEe] A9 oAuE

TS AT 7 Jdvtz #AAEIY. Z v, Finland (25 February 1997).
Yearbook of the European Convention on Human Rights 1995, Martinus Nijhoff
Publishers, 1999, pp.96-114.
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A 2-d EUY AJABREZ 7|E

EUR # #|29%0] 9J3sle] A 7114 BB 52w (Article 29 Data
Protection Working Party: ©|s} “Z/IA B H & ZAU o]} ko A =
19983 7¢ 249 TEU 71X KT A X A|25% L A6z 2o u}

=
 A3=el  wtiF JRAA R ol Abelgtal sk AFAIE LA

(working document)ZS #H4d a1 o).
5 A Ao ot EUANA = 1980 2] OECD 7ol =g}l A3k 7))
A-HRE YA S wkgsto] oy 22 d3EE& Ak

@ 54 A g (purpose limitation)e] Y= 7/MAAH K=
of AgEar o] g &, o] FHo] Whe}A]

@ A He] A, vle(data quality and proportionality)®] €2 HH = A

gstofof st st AAE|oF gt AW = old - A HF
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=
g3 AH = olE AAS, 4 AFol= 2ol B AR A

41) “Transfers of personal data to third countries: Applying Articles 25 and 26 of the
EU Data Protection Directive” & HYEL <F 5 2> H=x

<http://europa.eu.int/comm/internal_market/en/dataprot/wpdocs/wpl2en>
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Y& Add = lojof Frh
® “ro]de] A d(restrictions on onward transfers): 7HJFHE 3
g A7t ol vAl dEstarat @ wele A28 FHRFEHAIE A A g
Fror olFojA = MIAARRT A HES Wi dojof 7
}.

TARE dlel= AA A2 ARl g E U

EU= 99 5l Frteto] dddqoz ZA7F A5 dojup= wizksh
dr, 254 v el tig toldE wAY(DM), Ll 3
FEol ofste] AFH o HHoldol AaA= B0l wiuste] thE3
4

@O 933 AW (sensitive data): AF - AAAMY - Az - 37 & W
AR tetel= ARFA L WAZQ o8 83dt= & F7HA A
SR 7L dofof g

toldE nlAH(direct marketing): DM HH o2 HRE X 3t=
Bgole ARFAY AAEA ZALle] ARE AJAZL 5 dojof g

®©

@ A= 29l A A (automated individual decision): A X o]l el 2 o] =}
TAQ AAHOZ o]FoX = A AL o]y A ZAHS do}

of st JhQle] o] & Hzskr] A% thE A 7F A Aok g

EUE ob&d AnFael Ae@ist FAE Astel o A 7

A% 0 gYadE vastg

D ARFA Ao Aelsh AEe & G, FRADAT AN
#4283 A2 5 Qolok shu, AwkAd ATl 2

@ ARFAL AN Al A o} A/ W - GAZRE A9
ELER

Alell= ezt Al FHAQ BANE = A Al
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2. MK T AAwe] P+

EU /MAAR R EAF o] Fxge] we} EU Jaddsi= 7442
of EU 3|02 E HHoldE Wi #3792 HHHS 30
QLA Hrbslr] flete] a4 Q1 7P 2 (methodology) &
ofe] A ¥rt gt Wrlo] UiEd iAlste B wE2Y
gL (FUNDP) 9] "1 el ¥ A4, (CRID)O S8 = 313
CRID+= EUAIR A5z 1A E ‘AAg Bt Ads A 3)st
7] flate] v Al 7HA o] HEHHS HsEATh

[ o
o 2 ox

ME

i)

DO Atdld H 2% (case by case approach): A3=9] 71 B B 3 o
ek S ojxy 54 GRo|Hd diste] #I7F o] Foj Aok gt
@ 54 da WA HWH (flexible and open approach): X X
3ol gk Frbe FAAS] AEo]E(TBDF)S g wiEdt ofyz
2 el A B = gl vhekstar AlE Tdsta e AU S

EEEEE

o2 Y% CRIDE o7 741 thad Anoldg this d lojA
orue f9E 9B us

i

3 9 o AAAATIAEAA A
$ 4 Q=S Ao CRIDY A7A: QAR AFHQom )

EU /M8 H RS2 0ko]| A= CRID E A FoA dF ARgH(d: BE

12))S FA4e $ ShollA @k 1998 79 24UA AT B LA

o,
o
J

(Transfers of personal data to third countries: Applying Articles 25
and 26 of the EU Data Protection Directive)®] W& 0 2 )] &3}3]t}.

42) CRID, Preparation of a methodology for evaluating the adequacy of the level of
protection of individuals with regard to the processing of personal data, Annex
to the Annual Report 1998 (XV D/5047/98), DG Internal Market and Financial
Services, 1998.
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s HiAE FE(Annex)ol A o 22 Aol A(llustrative case
studies) & Astal JHJAABEIE DA o] HEM A3z HAZ F
=A Aoz zAEE WAS AT d7id,
Hlo] A3=el FaFeS npAstazr 3o fiFAl
= T B @A ALAHEIJAZE A AL 5o 4187 K3 AL
AEARE aHst= 4F, & BAE B o8 doF st EU 3
A= Frlo] A3z FdF 75 dofetiA x| Ate] A oA H
U 3959 7ol 222 F%3 DME tlo]g )
125 EU <99 7ol #dwjgtezxn Al Fxlo] DM ¢HAHE
WA EHe= ASE 7HASATEA) o]l gk Ao zel A 7] A3wel Af

AHRE o] AT F A=A o ¥2 B4 GG Ase Ao 2787

rjg
Al
4}4 o

olglgt Ao CRID+= AA, 443 Hod #3t Zde EA6HA &
= A, E4, EUAR A125% A2@e] FA45e A #r7kAe] ad
P82 oA Holegt= A, AA, Ed aio] Slo] AUt & A

yd)

>

A A e e dAZ sl
CRID= #AlH e Aojx who] Ao]xe] P7hE 8he, o= 54 &
ool At e nort FaAa gl Afols o] EopelAE Fr

43) F& CRID HauAelA a1l Arolde] Az F480w AL fFaeoll A}
g F UEA 94790 dAde] dAAEE AdAAS AL ek A
W7)o) o] DMS-8E HF3|AE okze]7bel LAlste Aol Fala BaEe] gy
2 EARE e A, vi=el A dEF AFEHE ARSste] A9l
dlof B oA AAYE Fshs A, ANl Wt wHele) AH AEE A
Alska et ¢ Stk Al BIA(XV D/5047/98), p.2.

44) 71 71%e] AeolxE vl A& A= Al4F Ald 1 A" Al =
R R

45) EUA A A25x 2. A7F € A3l JHR T o] A o= st
EE Ay guoldAgs ol BE Al nFo] 53 thg AHES a# sk
H7rskefoF o
- AR AR, dAdE Al 543 713t
R iLﬂr HAE FA=
- Fal A3l FESHA AlBE = AnkA - Lobd Yt
- A3l Al = AEH W Bk
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AR W37t o] FoAaL JE=AE 7]
ok, Al3=rol E

a2 ko] AwbAQl HAE -, 7140 71l type des

PICS(Protocol for Internet Content Selection)]©] EU2 7QJIHR K G 7]

VLA S vtgsta A=A 7154 544 (functional  similarity) S 7]

ow AF(7]sA BIHsHA Hrae
olwj CRID:= Ut dl 749 918 FTAIsoF shrbar ® gttt

O ArFAY FASA AJONAARE AR FHsE F$o
© ol Aol Eokg)

@ A& 9%

@ HEd 45 e (S5 AHY Hg AR

@ dre] FAg A

D Aegele] 9

- QRel fE} Aol doldE Tyl Aot

- AuFAel datd uel EAS BAT A(EA )T

- Aol golaka FrolAY gl A B AR B

- Ane] $FA, AR, REVF 5o AR ARFA AT
d3 ool B AuATAL AR A

46) 21714 715 A #H7}Hfunctional approach)z} & EUS 7h<l 741!%_&174% RRER

@3] Hgate A okbdE, A6 slFshs 22 (element) 7t FEOIA LR AT
= A4do] tEdagE A3FdqE A ZZHE}L A A RE 743 et whEkA
EUQ} %531 1 35 (equivalent protection)E Sh7|HthE dX e Wz 5EA4E

=3A €}t DG Internal Market, Op.cit, p.5.
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3. Ae Aol o3k /IR RS

EUAR A25% A2%F A3=e ARRTFES F7hgtel lojA

Holds Ee ANk AMFE e S a8t th4D ojn 54
3 1l Ao wrE BRO A dA"E AAde 543 7, A
oSS HF A, FE) ATl A fEsA AldEE dRkA -
o WMyt A3l A AP E = X*‘j@ H - (professional rules) @}
B o2 ] (security measures) 5°] At} oju] ¥

o = ] o] ol WA FEIL
A FAZA  AEHoF %}%Hl HAAA ] A& Al(industry
self-regulation)7} =¥ dj’do] 2 FHo|t},

gt Al ZdFA o r o] FolX ANt oYM = TY dF e A
Hitokoll A AR ] Y&E(contents)o] AFY H= GTFEARAMA] & A
Ju) = ool AR B A (plurality of data controllers)oll Al 4 &% =
MABEK S 73S Dt oleld Boj= FHAAg Ao=A \WA=
3lo] Al AH KIS e (voluntary data protection code)S =3}
, TAE SAPEA WES TS AL 289 T A A8

+ A4 &2 (professional ethics)et 2ol Mg Ff 2F(detailed codes)<

EUA & A27xA 3=y JaAL3] = AFGAGA7F o] %39
Alggof olnutx]g 4= = qF T H (code of conduct) S vlHEE X

stelok @tha FASI v, oleld BEFHL EU f9)F7tel A

PAEA S AN E D 5 = Aolth
oleld AEA A Fekel NS Bues A Fe 240

47) Article 25 Principles 2. The adequacy of the level of protection afforded by a
third country shall be assessed in the light of all the circumstances surrounding a
data transfer operation or set of data transfer operations; particular consideration
shall be given to the nature of the data, the purpose and duration of the proposed
processing operation or operations, the country of origin and country of final
destination, the rules of law, both general and sectoral, in force in the third
country in question and the professional rules and security measures which are
complied with in that country.
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EUA AL dHRAow JfAARKEEI nEs #3709 AR HE
wABAL ot A2z A2l AE AL ool Alel 7]EA
o HE, el JiQ1e] Aok 1o &Sk dEle] dAate] wete] A
g S vpAaS A9ole 7 sdTe] R ods & F 3
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A% AwE AUZAAE FAANAR ol F A31EE] Aol 1 of
Wk AGA 2Pl AwE A2FAA e FRY 2P ATHEA
A4s=S da Ak

1

MR oo QlolA AkS 7FA i rAlsE  # <t (contractual
solutions)> A& o] 19921 - H 3] 2 (CoE), = A7 3] 9] A& (International
Chamber of Commerce: ICC), F 3¢ ¥3](Commission)ol A FHESE n}
Ko, EUAIR 7AH" As AR B2 dE7tse] =9& 756
o] gt AARE ZaproxE 19809t wRE dE HEEa gle
Ao A= AW A ‘HE7l="(Bahncard)®E A7 2 F5& WotTh

H

’

b AU MEo[Mol UOIA H kel &E

EU ol A Aok xdo] £A7} Bl AL Zro Ao s} o
Aol GAA 7 #ojst= - A X 2 AH(data controller) 7} /i B H
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A7 ol gohi
wAEs} v

%= (Deutsche Bahn AG)+= AEW=a 5449 X] Q3 A F3he] ]i}e
AR EA A HAFIE HEo] HEesteg Wt ¥y o] %
A AZE= AR H-57ke] doly %%01 27 9 &St ]Oﬂ

whe} THSA]7F R A B H T A (Agreement on Inter-territorial Data Protection)
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Clauses for the Transfer of Personal Data to Third
Countries under Directive 95/46/EC

2001. 9. 3 2]6§H%§ AR g

. 282 2
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A3z A3AE 93+ Z3H(Third Party Beneficiary Clause)

- KRR FA= AFGAIE obdel® A3 9 A(third party
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<http://europa.eu.int/comm/internal_market/en/dataprot/news/clauses2faq.htm>
<http://europa.eu.int/comm/internal_market/en/dataprot/news/clauses2.htm>
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A8z Fr=7| ol ek PN

(Co-operation with Supervisory Authorities)
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- o] AlFA Y X2 Y AT Aoz 4 - HAE 5 sl

A1z BERAY FH559 95 (Obligation after the
Termination of Personal Data Processing Services)
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(10) A A HHE A4 (Appendix)
AFA e dFE FAEH, & AR dE AFES 71A
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