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27) GLBA®l &J&t®, F-§7]#o] Lz A 29 /AR FHaTes AL Lok o
A, 7 RE BHOR I AuE o g haME AHA gobw Ha

28) EPIC, op.cit.
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TAE sAstr] A% Hetoltt. § W& GLBA ¥ FCRAY 71¢141&
OFH Z 2] o] F-(data safeguards requirements)E SO ZH AH| AL F§
(financial account) = 7912 A M (identity information)E H-F - X 3=
re 7]°4°ﬂ YA HEHE V|EE HFote AS FHOE ) AA|
FAH A9 Y3]o] AR F(pending)ell 1=t 2006 F A A
ﬂ'rﬂfl FRRE 2&ES AAHF HEEA EYHS TASH foh
Hebol A& o= AH|REe] 717+8E A B (sensitive consumer information) 7}

Z% o] ID T & (identity theft)o]} <&fbETF i (account fraud)7} Lojd &7}
o
[¢]
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X
0
30_1
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WS4 FAE SRS dta glvh & Y GLBAAMH =87]8vE
FO =2 a7t FCRAZ o] A& H A whE F&3k2] ofdtt. o]= o= 7]
olEA MIABRE YFdtad BAEE, 384 71E HEe| o] &3t A
Ho?‘]é} | ﬁ?’f_ Aolth, FHHAER 3t 7 A4 A B} ﬂé‘ﬂm

o] ok AMEE Aot g ul Zo tiAE = A st AAR
B‘H/\]-jl_j]- WA S wjoll= Al-€ 7] Z(credit history)S A ¢ JEE & W

flo o 2 & ;9 o

N
—|—‘
0_1.4

i)

jatad

FEHHE TN %x}% O3 2o

2 gAE vt

S FEEEY B g H] QAo Ao A5 zZhFoof gt}
AFR7E HAEAE vl 57 ALE Hojof gt

dEE kel FaE o] AuAEeA v ER S 7R T 7S FAL

g 7= 7] FH(regulator) 71EF A o2 AZAFE = ©E I

(other business in the transaction chain)ol] & Xx]3}oof gt} Au|AREo] FHA

719 HElE gdS F Y= AeolE A AHAEA - (uniform mailing)

o7 EXFta MEO R A ZA A H| A(free credit-file monitoring) & W& 4

UES sfojof Tt
LAY 97 AHAFEE BF 7] Y3 A=A FES AATo RN

'
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R HE LAstL, 71 Fel tisto= LnAEelA HEIE Fajso] ID
& 5ol ol F oS TAGES st vk W17k A7 H(sensitive
identity information)2] & EXE ¥ AH|ALE o it Fal] 7| Fo] F

29) n]= Y FeAR LAY 9 20063.174 HEA T, “Committee Advances Stringent
Data Security Measure, 48-17” <http://financialservices.house.gov/News.asp?FormMode=release&
ID=775>
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22 6709 7+9] Al ZA} AJH] X (nationwide credit monitoring service)S A|Z

F e ANHR ANl Y 2WASA TR A G2 A2
FE o] SAolth o] Fato] /IYE0] UPT FuE Folato] nE
%t @8 2HAEE AN AN JAA GES e F 2P
=
=

Lo ode Fau gda @ 4 vk

[e]
s

o G ADERAT BAS 0] G JHGE 2
=3 U BUAZS 71208 Y49 AA400E 984S s =gt
olAlel P Al g S| LA REHTE olo] ulge] HlRelHE - 11
B A ol F 4%l IA FekA e AT, ABHOE (IBHFNA 4

§4>
o,
L

AL Foto] FAREC] AEH 02 AP RE HIFEE 3T & Lol
AR U] mEt 7EH o2 NIRRT 5XE G4 & Jthe
Fifiiz Al 2 %4 29 (technology-oriented approach)o] FHEWH &S 1] ] ¢ko}

qoe ol wEe F52 T o

#A7Iel 71EHQ AME2E ERE dele ta Al #eofstoiof

@ x79] A& (consumer confidence)E A& = JEF ID =&, A7), & -
HEOoE JAFRE BHIT F glojof Tt

@ Aol AMJAFRE v ZT 1AE] ol uo] X0
ZQ7F 9+ 74$(on a "need to know" basis)ol SH3FO 2w =)
(business exposure)= &1t} oA thd MulA B3R ALAEE
& da7t gle Aotk

@ nAH O] H&7d(data integrity)S& HATO R FAT £ e AlAEE
Adetal, ®Hop obdsta st o R AR E AFeta BEE 9l
A skl 73RS 9-9)(competitive advantage)E &R T F S}

@ F7F AA FE FEE dEgedEA VE5E HEoEA B TR
= QASA AAE = QU s 5 BAY Y& S5 (compliance)dt == FH.

&3 e
1

30) Sun Microsystems, op.cit., pp.6-7.
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A HS] HZo Jlojre AAGR +5, #e, 4%, 59 s
2 W o] 3] (identity management)”7} o] Ht}.3D
ZEHE MEete 3Abe] mg} 22 gAZ AE%
st d# 9] PES 7938 User Provisioning, 7| E 2 EF38F £
z29d dolee A7 dFAH L HAS= Profile Management, 1
E]]O]E-]oﬂ Tﬂ?)"]— %]_?3‘]— O].‘: O:]F‘J— Eﬂ EO]—}\]—Q,] Ezﬂ ] jﬂ-{g‘l.o:] 7(6]?):‘_]_— Access
Management®} Password Management, Z}5- {FAIE 58 & JEE A EAHH
9] FZ(identity infrastructure)E & dl+= Directory ManagementZ} QTh Akl
A EARAE W 2 A0S FEET AL HAT 5 AEE 047 S(log
records)2 HE31= 5 ZALe] thH]$F Audit & Reporting™ 427 o]} 3171t}
BE7|Eo] A EE S ugdole JHUGCRE MIFRE st &
SISk 297} BORT e A0 RO0AS AFYSIA FES A
EHA FEF o1 AS EUsber & Aol

2 i

R

1. =AI-Y HE

Feueteld e AERF R bE MY EDG= 2E] AFEIH 55
AN 9 W ER e B WEL, FEATIAY Sl ot fES T
om FERALE PPAARY HEFAFTE obd ARHEARE FHof Sl
oJAZ AR ER ] A2 & MU AERRIA e s, 4

FHU

31) Ibid., pp.11-13.

32) WZERZelA 9] AP RR T #F GubAQd 78S FiL e "HRFAT o] F
2 D ARRG Sl B HEJ(O] ]’“%‘%‘%LHS"O]E} ghell ejatd “HAg r et e
AE3E el B3 FREA A - FUFTSHID Fol odto] Fal /HAS Yot
T e “i A58 =% “% 4} T HHE(FH RV RE B ANAE
dolE & Qe AolE o2 AH ZolsiA 2Fdto] dotlE 5 e AL EFT
the “L@D}(%Hs A2z 1% 63).

33) olste] Yo RAe] BHE 2t AL oPUAT 2= 20054 119 BXH
FZ83AF 59 NI EFRFAE - B3 EHFF(Best Practice); 0] ot A48 12
A £ NN ANE 150 skl NEANE 74, Al D o1& Sol thalol

SEAEA UL Aot ol wet WA E S vhEd ok ?_H?}.
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BEE THOE e AgxF - AS2AL AAFA - AEET FY 97 E
&S Qe dnh UREY AP E BRI EER)ET HA A7
H o] 7% Aow WA bk, ASHR Ayt AL R M=
“FeAH T A dAA A ddde] tig Ad - AL % - ASAYF
g 59 #e flet 29 R e FEEA dFBEHol Hote FR(TH
A2z 12)2taL stEA, ASARY AlFFeM e ASHEFAY AEAE
(identity information) 2] dukA <l A W(EY A A2x 13 1304

F23%), ARedHEM

Mol AuE A A) ool AEARLR(TE &
), BF ASANEEQGT), 78] Efrsts Al

= A

. o “ =

stefsts olobRE AdY A4S #95TL BAA AL AFAE

Fo@ 02} old 4 gtk 19EE od AAARuTe] 2AH NF
1 L

(global standards)©] |
L 398 Agdd
Hioll AAIZE Al oAl BTo] o= FiQle] ApAle] AR Wel Hato] ¢

Hat e AANE B2 Abole] RAH Hust ol A fEHE ol

N
2 & Yok AR SR G FAS AL Tl A o FH o
2 AFHEA AL F dvE Aalel 3 fEFd FEe Bo 2 e
of ZAAES oI5/ & F VS 71dE Aot

olgi gt HA oA Ut MU EHEE SR dFse EAE
= Al 7R g
AR, A& B ol BEsof dt= AEH R W= oU7AAT} o] &
A= vl=e] HE/h AAGENP)S} vln HES ¢

o

fx

34) OECD Guidelines Governing the Protection of Privacy and Transborder Data Flows of
Personal Data(Zz}o|HA] BE 2 7iQ18R ] FAH {5l Fs A F)olA At
D 43 Al gH(collection limitation)2] ¥ =2, @ A XA EJ(data quality)] ¥&, @ F=
|73 (purpose  specification)®] ¥, @ o]-&A|$H(use limitation)2] PH, G FAAE R
(security ~ safeguards)®] ¥, ® F7N(openness)e] @A, @ 7] <13 {(individual
participation)®] 3%, ® A< (accountability) £ 87] ¥ w3t}



16 pE R B A414 Als

A, 4G A EAHRY 52 oA LA §&F AUt o= %%7]

o ApLke) A & (efficiency) #|aL9}, Al2-7

o fEo® st f- EHE Y A8 BT A € %Oﬂ(lndmdual

participation)®] ¥ 7te]] oJDA #FE o|E AUV} st EA sl
AR, 28735 Fafol thatol= ogA FAZ 27 ol FE o]

gt 2ol AR 9ot ARFA Y FFAe A FAH T+ vk

2. AEHH] Mo} Hoo] AL

h = l
2 qop »107} o e AAE 2 A0, U

A FHEsta AT AA7F st Aolvh A TellA vlsel A ek o] nlg7)
HER ST AU} sk Aol visol M= GLBAS d¥idsd 1
Aef WFo] W AEAHRE HFI/) ARE FEetaL, Moy Y

B ool Alef skl 3
Tk wg7lde] Ad A ¢ H i’]fﬁéja WX]O]-v‘: 7401 ng}
N ARZE A= Ao gHsir).

= B44 3
§87100] 1A G AR GE7I%0) ANHeE $IF Bus
o AR
=

35) A HH O] M=o o #elsto] AR NS FEFK (redefinition) 3 oF T
ST AT, AgARE L) ADFRRT) BAsh 1 AR, T
53] ZA&eds] A8H, 2006.5.19, 2%, T ZAHOE 98T FRGE
A= MAF R & 29 2" =S Hojuae ¢E Aol
et T F8713 47 B (negative information)7} o] ofl ettt AAFHE=
FEFARTH Fh8 Aol oidzt SeAd Al F571de] ATH L
Aee ARAEFEHABE A2z 13 33)0| 2= ’ﬂ%"éi‘?ﬂ,ﬂ]/ﬂ% A A
_,]TE__ HLO]_O]; o]_ 7Ho];ﬂ_@.;g]£9,] tgglqoﬂ z%LA]gl ] 01—'7 r/].(;\]_@_z-lim ;1]23
4%, 5 ABF ALE 23 ool tiste] A8RA AE B Az )
€EE ¥ddte o /M ST QAR EE AT A2 P LR
Ral7k ATk fUA 7 - AAL, ALRRY ABE D A2z ARG
tod”, BFL Al16%, ALtigta &8 HAE, 20063, 984.
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U302 ASARY £3 9 o], A3A AFe oM FEFA Y F<
£ oL FE7A @ 7E A7) st £A47F Al71€ ok vls GLBASH o]
HH Y el BEE FREHA e AL A FE7IFI U Al B AL
T 993 AT FERFAZME ASHA K &3y EH(harm and
inconvenience)S ZAA € Fx 97 wjFo|th Ut E F§7|Fo] ALARE
8% o APd AEFYE Wolof i FE| RO EAE uAe AGH

AN A BEY AF 9 &&o] dBHE BE F¢E A% APdEYE
Wiz & Aot o2 FoE WHeE ARE AFdes A3 HAY
BEY &§ FHo] WAl & AFole 7€ IAEZFH AR & T
ofof st AFHOEZE= A E7bsol 77he dolth. 1¥va A5HH
A ZRYH FAAME BE o] XBFE WA std ASAHRY Y FHA It
E7be 3 a0 B AL AAS ASH R ALLol tfdt AL Al 2 FAIA
M e EAVE AT

¥ty @3 AlgR Rl A go] FHFA Y [ (consent)E A U)
AlBtaL®) FoE WA G 7ol ASHRY A23x D 24% S Al ]
MR718o 2 43%)S F&ate AL A7 v 20 2 gHAA
7 ANAAEAZE] HAYM o8, A3 AF Aol AP ES] A7AAA
(self-determinism)S £33t AR FA|Y 9= dA st AolmE HHK
39 Pdx A (safeguards) & 35kl AJAFEIL HaE 7h5/do] Futeta

L&A FHFAL oo gt E&dte A Fele 29 FIE A &
ot H ot (FTY A24x 17 F=X). EUAZHME AP BT 9| <t
AzxA7F grE Qe Zvdde FEFA T 970 ¢35 95&

AEHRE AE% B&2 F8718Y WY /A, FEFAY F50l&
5 FUE U5tel 29T EACIZE AR} Be) o]oo] whlol
S - GgEA GES Azt Fusel gk A9elE Fo) AEE Beld
O 8% o7t A UM E S8 AR #A,
FRRES FE293A | AE 93le] 3 AL RHo| Kol Zo]” 9 7AS
U 857 7 28 AA= g=A HES et dn
37) frd s - A, A =1, 991,

38) AFHHATEAMTE A el thato] FoAM gl 3= gl FHI FF

AJAGNGEE Bl glojq &&d Aok Aol digt FriitimzAe] v s

o 7hga A4E s gl A =1, 999
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EUA RS ol & BuetE (ISt AM7E B2 ARFA g Ao
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BEAF - o] &7t AGHHRT IHRAE Fsta B9 09 93}
o & &&dte APl FAAY FA7F A & F Qi WM AEFA
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A ATl R B ok AE FAT 5 QA dha, 2] Bgels ARF
A7b fake Beoltt LZEQ & = g
Th40) m| ol A& EPICH 22 AlvidhAe] =3
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AL ZAZE Ak 25 ARIAHel= 2 WA AT 2o+ glem,
F5 20l AZE del thHlst] A BAE UTE F AR 299 &
A%t =5, ARS, A A 718 @&z W2 s gsto s F2 Aot

a2a 2QeA 22 UgS 3 U7tEE FJue Fo9] thie] of
U dy] 285 Qe AFolBR £o] o]F desty A3 AR
= 78 - AAE 7E W s T WHoR olf AxIE 28t
ATk 2tk o] # g AA oA FH 7L 2006 49 S EY AJHF At
& vshEA ARAEAA F(ldd U FEY 22 AU EHEH]
AHE AEY F oA E Fal AP EFA A2 1970 1 AL RFA 9

39) AT HIAE 7 o] GAEAAE AT AP EE TR ST A
olo] -2 27 (informed decision)dt 1 FAS AMHOZ
gk A, AA A, 72~73E.

40) o] 9} o] AR el gel wat FEstE A ot ASFE nAelA dFT A
9 AEFFel tstol= AAEAFAE Fojste 4(0pt-out)°l A AT E
WA e F HART EEAQ NUFREIg)H L F43 3
QIE-ob2 FYE AR YA BA3Y] Hetole e upet o2
= A HAE 28 € F UEF d= Aol v A o1& Ho¥°1~ 7
BRE AR E #E 5 e A AR o] HYE FQrt glvta o
A =7, 998,

41) o]of] Falo] AE=# EAS 3 =F 0 7= Michael E. Staten & Fred H. Cate, "The
Impact of Opt-in Privacy Rules on Retail Credit Markets: A Case Study of MBNA", 52
Duke L.J. 745 (Feb. 2003) Z%.
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7]1Zo] 7 H H 9K(data security)o] T 5}

o e gRQlel Apale] MG E7F Foktta g6l Aundud

7182 Faf oAFE FAAA AL 57} AT

a2a v]=e] GLBASH 2ol 233 87502 g A

FA O thsto] 64d A& FEE T &
710

It F&71%0] Zge oy Az uy
]

Ng3Eo} AoEA SuS lEHoz) RO dHEAE A3

of & Aoltt. ¢-uhetet o] SF 59715 BAY Ykl M= 519 7]

Heo H4L FE7HY ZAY T Ug FaF LHIE FH3A
AL B3} 7t} v 32 MBNA America Bank (MBNA)7} 12] A1
S71E 3l9Ql EolA JIE dFE A ehEA saks @ I aigd e stEdE
7HA A BT olo] EEL ASAHBE|ALY] Al gk Al§ZAbel #A 7}
ATt B o] & Ao, o]E A& HI A= MBNAC] AnH|[zLe] o] 2o
o] ¢+ & (Automated Consumer Dispute Verification: ACDV)S 2 3 3}9it}. o]o] MBNA
= AA 2744 B A A8 (Customer Information System: CIS)el| 7] 25 o] ¢l&= A gt B
&9 2187 50] Agsltia ACDV 3]41S 33t) o]o] £&2 MBNAYE 414
HuH(FCRA)A 27 35ta Qe &2l ZAK(reasonable investigation) ] ¥ T}3}
| gt Eduds Arstg o 14 vl YES MBNAYF daelA & F+
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< dE3e ALE FTEITL P oY T2 AR 2T Dol e A
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»olg} dlo] 1A H AL TolE5 KT, Johnson v. MBNA America Bank NA et al., 4th Cir.
se No. 03-1235, February 11, 2004.
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2HCEA AN EAZRY] RIE FQIAT I XA GA EELY A
AP, SEiGERAE Md& 983t FHAAHY ey, A LEFAS] FFa
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Protection of Personal Credit Information
in the Cross—border Financial Transactions

Park, Whon-1I"

These days consumers are increasingly concerned about any possible chance
of abuse and misuse of their credit information. Upon hearing endless reports of
numerous ID theft and leakage of personal information, the affected data subjects
are inclined to file lawsuits for compensation in group against such game
companies and financial institutions as deemed responsible for the incidents.

However, in the Information Age, it is useless and unwise to hide personal
information. Brisk flow of favorable credit information will enhance considerably
credit availability and job opportunities of a data subject. For example, in the
Internet banking, active flow of credit information is conducive to the appropriate
risk management of financial institutions. It is also helpful to assess the credit
standing and to identify financial needs of customers so as to develop new
financial products and to conduct aggressive marketing.

The situation is all the more important in cross-border financial transactions.
If an unauthorized use of a person's credit information results in credit fraud in
a foreign country, we cannot figure out the scope of financial damage to the data
subject as well as irrecoverable damage to his credit.

In this case, we can count the EU Directive on data protection, which
regulates the conditional data export to a third country, as a universal norm
governing credit data flow. In the United States, there are the Fair Credit
Reporting Act (FCRA), Gramm-Leach-Bliley Act (GLBA) and Sarbanes-Oxley
Act. In particular, the GLBA purports to supplement the existing privacy
provisions of the FCRA.

* Assistant Professor of Law at Kyung Hee University.
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The GLBA financial privacy rule requires financial institutions to provide each
consumer with a privacy notice at the time the consumer relationship is
established and once a year thereafter. The privacy notice must explain the
information collected about the consumer, where that information is shared, how
that information is used, and how that information is protected. The notice must
also identify the consumer's right to opt-out of the information being shared with
unaffiliated parties. On the other hand, the GLBA safeguards rule requires
financial institutions to develop a written information security plan that describes
how the company is prepared for, and plans to continue to protect clients'
nonpublic personal information. This plan must include: 1) denoting at least one
employee to manage the safeguards, ii) constructing a thorough risk management
on each department handling the nonpublic information, iii) developing,
monitoring, and testing a program to secure the information, and iv) changing the
safeguards as needed with the changes in how information is collected, stored, and
used. In 2003, FCRA was amended by the Fair and Accurate Credit Transactions
Act (FACTA, Public Law 108-159) to guard against identity theft.

Once a credit information is infringed upon by means of phishing, pretexting,
hacking and other illegal act, the resulting damage is almost immeasurable. So the
financial institution is primarily held responsible for the data security of financial
information of its customers. If a customer argues that his credit information is
hurt by negligent management of financial institutions, they have to investigate
disputed information. Also, users of the information for credit, insurance, or
employment purposes must notify the consumer when an adverse action is taken
on the basis of such reports. A proposed amendment to the GLBA (H.R. 3997)
will oblige the relevant financial company to provide free credit report service to
the affected customers so that the accuracy and completeness of the report may
be verified or contested by them. It sounds reasonable because customers are not
in a position to know the occurrence of, or to identify, the real damage arising
out of the infringement upon their credit information.

In Korea, the Act concerning the Use and Protection of Credit Information
(the "Act") has been under in-depth discussion and year-long debates for the

necessary revision. At present, three amendments to the Act have been presented
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to the National Assembly by lawmakers of the Ruling Party and the Opposition
Parties.

In short, the writer has an opinion that the identity information requires the
high-level "opt-in" consent of the data subject, while a low-level negative consent
or "opt-out" is necessary for the credit transaction information (Item 2 of Article
2, the Enforcement of Decree of the Act) and the credit capacity information (Item
4 of the said Decree). It is very helpful to the banking industry to promote the

data flow and to process such credit information.
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