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(Abstract)

International Comparison of Guidelines on the Use of

UAV Camera and Data Protection

Park, Whon-il and Lee, Chang-kyu

A drone, or unmaned aerial vehicle (UAV), has become a hot item of Industry 4.0. In
the near future, the UAV-related products are expected to make strides in autonomous
operations. Like advanced artificial intelligence, UAV systems will be able to sense where
they are, what they are doing, and where they should go to complete the preprogrammed
task. So far, UAVs have been regulated by the Aviation Act and other relevant regulations
in Korea. The government has just started to implement deregulation and promotional
measures in relation to UAV-related industries. UAV cameras will likely be threatening
privacy of citizens. The personal video information recorded by UAV cameras would do
harm to victims mentally and physically because such information cannot be retrieved once
released on the Internet.

Nowadays video surveillance is prevalent. In order to minimize any violation of privacy,
personal information protection guidelines or a code of conduct related with UAV cameras
are in great need in view of the precedents in the European Union, the United States,
Canada, Japan, etc. These guidelines will pose an equilibrium between the promotion of
UAYV industry and the protection of personal information.

This article intends to suggest what is necessary to find such an equilibrium in the
Korean context. The proposed guidelines on the use of UAV cameras will contribute to the
enhanced level of personal information protection in Korea. At the same time, the
UAV-related legislation will make a good example of standardized technologies such as
privacy by design or privacy by default. Though these guidelines are not legally binding,
they will be upgraded to a law when more and more UAV-related privacy violations are
reported. At present, it is enough to show the pilots/operators of UAVs what to do and
what to observe when flying UAVs to minimize any intrusion of privacy. It could be
subject to discussion to mitigate the criteria of personal information in the international

context not to stymie the growth of UAV industries.

o KEY WORDS ¢
drone, UAS/UAV, data protection, video surveillance, privacy by design/default




